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INTRODUCTORY NOTE

It is with pride that the Asia and Far East Institute for the Prevention
of Crime and the Treatment of Offenders (UNAFEI) offers to the
international community the Resource Material Series No. 58.

This contains the work produced in two UNAFEI international training
programmes: the 116th International Training Course (conducted from
28 August to 15 November 2000) and the 117th International Seminar
(conducted from 15 January to 16 February 2001). The main themes of
these training programmes were “Effective Methods to Combat
Transnational Organized Crime in Criminal Justice Processes”, and
“Current Situation and Countermeasures against Money Laundering”,
respectively.

Bearing in mind that transnational organized crime is a serious problem
in various countries of the world, and that the United Nations Convention
against Transnational Organized Crime was adopted by the UN General
Assembly in November 2000, UNAFEI has decided to undertake a series
of training programmes in the coming years under the general subject of
“transnational organized crime”. The above-mentioned training
programmes were part of UNAFEI's continuing commitment to this
internationally important theme. The 116th International Training
Course explored the ways and means of strengthening and improving
investigative methods in the fight against transnational organized crime.
The 117th International Seminar tried to develop more effective
countermeasures against money laundering, an activity which is
perpetrated under the influence of transnational organized crime.

In this issue, papers contributed by visiting experts selected individual
presentation papers from among the Course and Seminar participants,
and the reports of the Course and Seminar are published. | regret that
not all the papers submitted by the Course and Seminar participants
could be published. Also, I must request the understanding of the selected
authors for not having sufficient time to refer the manuscripts back to
them before publication.



I would like to pay tribute to the contributions of the Government of
Japan, particularly the Ministry of Justice and the Japan International
Cooperation Agency, and the Asia Crime Prevention Foundation for
providing indispensable and unwavering support to UNAFEI
international training programmes.

Finally, 1 would like to express my heartfelt gratitude to all who so
unselfishly assisted in the publication of this series; in particular, the
editors of Resource Material Series No. 58, Mr. Hiroshi litsuka (Chief of
Training Division) and Ms. Rebecca Findlay-Debeck (Linguistic Adviser),
who so tirelessly dedicated themselves to this series.

December 2001

/ /
"E‘r_/.!‘q_.-ffu‘

Mikinao Kitada
Director of UNAFEI

;-::i" .
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VISITING EXPERTS’ PAPERS

COMPONENTS OF AN EFFECTIVE
ANTI-MONEY LAUNDERING REGIME

Peter Yam Tat-wing *

I. INTRODUCTION

Organized crime cannot be tackled
effectively unless there is an efficient and
effective partnership between the different
bodies within a jurisdiction tasked with law
enforcement - in its widest sense. Once the
organized crime becomes transnational in
nature, this partnership becomes both
more important and more complex,
necessitating co-operation not only
between different law enforcement bodies
but also between different jurisdictions.
This is particularly so in perhaps the most
transnational of all crimes today - money
laundering.

This paper examines the individual
components necessary to provide a
jurisdiction with an effective money
laundering regime. Effective, in this
context, means a regime which allows for
the confiscation of the proceeds of crime
and the prosecution of those criminals who
undertake money laundering, whether for
themselves or on behalf of other criminals.

The paper will draw heavily on the
experience gained by law enforcement
bodies in the Hong Kong Special
Administrative Region. Hong Kong passed
its first anti-money laundering legislation
in 1989, making it one of the first
jurisdictions in Asia to do so. Since that
time, the legislation has been continually
developing as practical experience reveals
its deficiencies. Both prosecutors and
police in Hong Kong have gained

* Assistant Commissioner (Crime), Hong Kong Police
Force Headquarters, Hong Kong

experience, not only in enforcing the law
and dealing with their overseas
counterparts, but in dealing with private
bodies and Government regulators which
have a no less important role to play. Using
this background, the paper will draw out
some of the best practices which have been
identified in both Hong Kong and other
jurisdictions. Other practices will offer a
contrast in approaches to certain problems.
The best method to combat so called
underground banks, for example, is still
being debated and a number of different
approaches have been or are being tried in
various jurisdictions around the world.

To this end, the paper will examine the
following areas:
Legislation
The role of a financial intelligence unit
The role of regulators
International co-operation
Investigation of money laundering

Before examining any of these areas,
however, it is necessary to look briefly at
the size of the problem - how much money
is being laundered and where is it coming
from?

Il. ESTIMATING THE MAGNITUDE
OF MONEY LAUNDERING

It is almost impossible to put an accurate
figure on the amount of money being
laundered each year; criminals, after all,
do not publish accounts. Estimates of the
revenue generated from narcotics
trafficking in the USA alone range from
US$40 billion to US$100 billion®.
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The Financial Action Task Force (FATF)
estimates that narcotics trafficking is the
single largest source of criminal proceeds,
followed by the various types of fraud?.
Smuggling, gambling and, increasingly
nowadays, trafficking in human beings also
generate significant amounts of criminal
proceeds. Often overlooked, however, is the
huge amounts of money generated by tax
evasion. Many people do not think of tax
evasion as being a source of criminal
proceeds; indeed, in some jurisdictions tax
evasion is not a crime per se. However one
only has to consider the huge industry
which has grown up around so called tax
havens, or off-shore financial centres, to
realise that tax evasion - and its legally
ambiguous sibling, tax avoidance - is big
business.

In summary, therefore, whilst it is not
possible to accurately quantify the amount
of money laundering going on in any one
country or region, it is possible to conclude
that the amount of money being laundered
is huge.

111. REQUIREMENTS FOR
EFFECTIVE LEGISLATION

Effective anti-money laundering
legislation must address a number of
points. The following are regarded as
essential:

= Money laundering must be a criminal
offence;

e The law must allow for the
confiscation of a criminal’s assets,
and must allow for terms of
imprisonment to be imposed where
assets have been placed beyond the
reach of the courts;

1 Financial Action Task Force Annual Report 1999-
2000

2 Financial Action Task Force Annual Report 1999-
2000

= Jurisdictions must be able to apply
for the confiscation of assets held
abroad and to reciprocate on similar
requests from abroad;

= There must be some provision made
for asset sharing between
jurisdictions where there has been a
successful joint prosecution and
confiscation;

= There must be a system in place for
the reporting of financial
transactions, whether suspicion or
threshold-based, to a financial
intelligence unit (FIU);

= There must be regulation of financial
service providers commonly used for
money laundering such as banks,
securities brokerages, remittance
agents and company formation
agents.

In addition to these, legislation may be
considered to allow for the civil confiscation
of assets.

A. The Money Laundering Offence

The money laundering offence should
ideally consist of two elements - firstly,
some form of dealing with the proceeds of
crime and, secondly, the criminal intent
with which it is done. It must also list the
predicate offences which generate the
proceeds of crime.

Money laundering can be viewed in two
ways. What may be termed the ‘traditional’
definition of money laundering involves
some form of complicated and sophisticated
process by which the proceeds of crime are
hidden, disguised or made to appear as if
they were generated by legitimate means.
Using this definition in law, however, would
cause immense problems in trying to prove
the criminal’s intent to, say, disguise the
proceeds; if police subsequently find the
proceeds, would that then mean that they
were not disguised and therefore the
offence was not committed? Obviously this
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possibility must be avoided.

The ‘legal’ definition of money
laundering used in Hong Kong is far wider
and simpler than the ‘traditional’
definition. It means, simply, any
transaction involving the proceeds of crime.
This is inclusive of both the ‘traditional’
definition and also of any transaction
involving the proceeds of crime in which
there has been no attempt to hide or
disguise its source. Thus the drug dealer
who receives money and deposits it in his/
her own bank account is money laundering,
as he/she is carrying out transactions
knowing they involve the proceeds of crime.

Experience in Hong Kong has shown
that the most difficult part of a money
laundering case is in proving the criminal
intent of the money launderer. Clearly, a
person who deals with the proceeds of crime
without knowing, or at least suspecting, the
illegal origin of those proceeds should not
be guilty of an offence. Setting the level of
criminal intent at too high a level, however,
can cause problems for the investigator.
For example, a law that requires proof that
the money launderer knew the property
with which he/she was dealing was the
proceeds of crime will result in very few
prosecutions as evidence of such knowledge
is difficult to come by in the absence of a
confession. It can be argued that there is
very little point in having a law which is
almost impossible to use in practice. The
net result is that the criminals continue
money laundering as the law is unable to
prosecute them or even act as a deterrent.
The relevant section of the Hong Kong law
is worded as follows:

”...a person commits an offence if,
knowing or having reasonable
grounds to believe that any property,
in whole or in part directly or
indirectly represents any person’s
proceeds of an indictable offence, he

deals with that property.® [italics
added]

Judicial decisions on this section of the
law have construed having reasonable
grounds to believe as meaning that a
reasonable person, knowing the
circumstances which the defendant knew,
would have believed that the property was
the proceeds of crime. This is an advance
on having to prove the defendant’s actual
knowledge or belief as it allows for the
prosecution of someone who had turned a
wilful blind eye to the possible origins of
the property in question.

It has been proposed that a further
offence be created under Hong Kong law
to deal with those people who deal with the
proceeds of crime, suspecting them to be
such but falling short of having a
reasonable person’s belief. If the proposal
is passed into law, this lower mental
element would be reflected by a lower
sentence than that imposed on those with
reasonable grounds to believe.

A final consideration when drafting an
effective money laundering law is the need
for the law to apply to as wide a range of
predicate offences as possible. Obviously
the law must apply to all serious crimes
such as drug trafficking, fraud, kidnapping
etc., which generate substantial criminal
proceeds. Additionally, in recent years
there has been a growing awareness that
tax evasion should be included as a
predicate offence. If it is not included, the
problem then arises of money launderers
claiming that they handled crime proceeds
in the belief that they were dealing in the
proceeds of tax evasion - and are therefore
not guilty of the offence of money
laundering.

3 S.25A, Organized & Serious Crimes Ordinance,
Chapter 455, Laws of Hong Kong
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B. Restraint & Confiscation of
Assets

In addition to a money laundering
offence, effective legislation must also
provide for the restraint and confiscation
of a criminal’s assets. The provisions for
restraining assets must allow for restraint
without the suspect becoming aware of it -
in the common law system, this is done by
way of an ex parte application, without the
presence of a defence representative. This
allows for the restraint order to be served
on financial institutions as soon as the
investigation turns overt, thus depriving
the suspect or his associates of an
opportunity to dispose of the assets.
Knowingly failing to comply with a
restraint order should be a criminal offence.

The provisions for confiscating assets
should ideally allow not just for the
confiscation of the assets which
investigators find, but also those assets
which the defendant may have successfully
hidden. Thus a defendant with only US$2
million in located assets, but whom it can
be proved has benefited from crime by over
US$10 million, can be ordered to pay back
the full amount of his/her profits. If the
balance is not subsequently paid, the law
should allow for a custodial sentence to be
imposed in lieu of payment.

C. Overseas Confiscation Orders

The trans-national nature of organized
crime is reflected in the fact that criminals
will often keep their assets in different
countries. It is essential, therefore, that
legislation provides for this by allowing for
confiscation orders issued in overseas
jurisdictions to be enforced domestically. In
this regard, the FATF recommends:

“There should be authority to take
expeditious action in response to
requests by foreign countries to
identify, freeze, seize and confiscate
proceeds or other property of

corresponding value to such proceeds,
based on money laundering or the
crimes underlying the laundering
activity.”

D. Asset Sharing

Once an overseas confiscation order is
enforced domestically, fairness dictates
that the overseas jurisdiction be allowed
to share the confiscated assets. Provision
must therefore be made, both by law and
by policy, for assets to be shared between
jurisdictions. This may not always be
practicable where only a small amount of
property has been confiscated, as the
administrative costs involved would
outweigh the value of the assets to be
shared. Government policy, therefore,
should set a realistic threshold over and
above which foreign governments may be
allowed to apply for and receive a share of
the assets commensurate with the work
done by each side in that particular case.

E. Reporting of Financial
Transactions

Most jurisdictions which have enacted
money laundering legislation have
incorporated a requirement for some form
of reporting of financial transactions to a
central body - usually a financial
intelligence unit (see Part IV below). The
reporting requirement can take one of three
forms:

< Mandatory reporting of certain
transactions over a particular value
threshold - for example, cash
transactions and international
remittances over US10,000;
Suspicious transaction reporting;

e Both threshold and suspicious
transaction reporting.

Both threshold and suspicion based
reporting have pros and cons; the former

4 FATF Recommendation No. 38
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picks up a wealth of detail about an
individual's spending habits which can be
useful to an investigator conducting a
financial profile or asset tracing on a
suspect. It also, however, results in a great
many reports which, because of the sheer
volume, are rarely examined in any detail
and present administrative problems due
to the large numbers received. Suspicious
transaction reporting does not provide the
vast database of financial transactions
which threshold reporting provides but can
allow investigators to better concentrate
their resources on genuinely suspicious
activity.

Another factor to consider are the
categories of people or institutions which
are required to report financial
transactions. Reporting of transactions
over a certain threshold would entail all
businesses being required to make such
reports if their customers exceed the
threshold. Suspicious transaction
reporting can be more selective - although
Hong Kong law requires all persons to
report suspicious transactions, other
jurisdictions require only banks and other
financial institutions to make such reports.

F. Regulation of Financial Services
Providers
An effective law must also provide for
the regulation of those companies which
provide financial services to the public.
Most jurisdictions will have comprehensive
laws and regulations to govern the
operation of financial institutions such as
banks, insurance companies and stock
brokers. Less well regulated, but equally
important in the battle against money
laundering, are what may be termed
intermediaries.

An ‘intermediary’ is a person or company
which introduces a third party’s money to
the regulated financial system. The most
widely recognised form of intermediary is

the company formation agency, which will
allow a customer to purchase a ‘shell’ or
‘shelf’ company and will then operate the
company - and, more importantly, its bank
account - on the customer’s behalf. Often
the identity of the beneficial owner of the
shelf company is not disclosed to the bank
and, as the signatories to the shelf
company'’s bank account are the staff of the
company formation agency, the bank has
no record of the real owner of the bank
account. Not surprisingly, this
arrangement has proved attractive to
money launderers the world over as it
allows for effective anonymity on the part
of the beneficial owner of the shelf company
and its bank account.

Some of the more responsible off-shore
tax havens, where the bulk of company
formation agents operate, are considering
legislation to regulate the activities of such
agents. Usually this legislation takes the
form of a licensing regime under which
company formation agents are only allowed
to operate if they demonstrate that they
apply basic anti-money laundering
measures to their business practices.

Another form of intermediary is the
remittance agent - also known as
underground banks. Different jurisdictions
around the world have approached the
problem of remittance agents in different
ways. Insome jurisdictions their activities
are completely illegal; in others they are
left completely unregulated. Hong Kong
has recently passed legislation requiring
remittance agents to register with the
Government, verify the identity of certain
customers and make and retain records of
certain transactions. It is hoped that the
new law will, at the least, ensure that
remittance agents will keep records which
will allow investigators to trace an audit
trail and identify the persons involved. The
new law is also expected to act as a
deterrent as it will make the remittance
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sector less attractive to money launderers.

G. Civil Confiscation of Assets

The confiscation of assets described
above concerns the assets of convicted
criminals. Some jurisdictions, however,
have also incorporated a form of civil
confiscation into their legislation. Civil
confiscation allows for the confiscation of
property where it can be shown on the
balance of probabilities, that is, a lesser
standard of proof than the criminal
standard of beyond reasonable doubt, that
the property was the proceeds of, or was
used in connection with, or was intended
to be used in connection with, a crime.
Confiscation is not dependant upon anyone
being convicted of any crime.

IV. THE ROLE OF AFINANCIAL
INTELLIGENCE UNIT

Financial Intelligence Units (FIUs) can
be part of a police force or customs agency,
a separate Government agency or a
department of a central bank. Whichever
form they take, their role should at least
include the following:-

e Collection, collation and
dissemination of transaction reports
(whether they be threshold or
suspicion based);

= Provision of feedback and training to
makers of suspicious transactions
reports.

Collection, collation and dissemination
of reports can be done in a number of
different ways and will not be discussed
here.

The provision of feedback and training
is an often overlooked, but vital, part of an
FlU’s duties. The effectiveness of a
suspicious transaction reporting system
relies on both the quantity and quality of
the reports made. This in turn depends on

10

how well staff of financial institutions
(which in practice make the vast majority
of reports) can identify transactions which
are genuinely suspicious. Without proper
training, both the quantity and quality of
the reports will remain at a low level.
Although banks and other financial
institutions provide basic training to their
staff, input from the FIU is vital if they
are to be kept up to date on the latest trends
and methodologies for laundering money.
The following practices can be considered
when planning training and feedback:

= Lectures to bank compliance officers
and front line staff;

= Provision of training material or
vetting of a bank’s training material
to ensure it is up to date and covers
all relevant legislation;

= Provision of real life sanitised cases
to illustrate particular methods of
money laundering and highlight
suspicious activity indicators;

e Working groups consisting of
members of both financial
institutions and the FIU to highlight
best practices;

< An FIU web site to increase public
awareness of the legal requirements
to report suspicious transactions;

e Qualitative and quantitative
analyses of suspicious transaction
reports made by individual
institutions.

In addition, makers of suspicious
transaction reports should be informed,
whenever practical, of the progress and
ultimate outcome of the investigation
generated by their report, particularly
where the report has led to a successful
case.

V. THE ROLE OF REGULATORS

Banks and other financial institutions
recognise the dangers which money
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laundering can present to the financial
system. More importantly, they are aware
of the damage which could be caused to
their reputations if they were to be found
laundering money due to their own
negligence or lax procedures; the recent
Bank of New York scandal illustrates this
point. Whilst most financial institutions
are very responsible, not all of them devote
sufficient time, effort or resources to
combating money laundering. This is
where regulators of financial institutions
have a vital role to play.

The role of a regulator, in an anti-money
laundering context, is three-fold. Firstly,
to draw up anti-money laundering
guidelines for financial institutions to
follow. These guidelines should include
such matters as establishing the true
identity of account holders, record keeping,
training and reporting of suspicious
transactions (if required by law). Secondly,
the regulator should ensure that the
financial institutions have appropriate
policies and practices in place which
conform with the guidelines. Thirdly, the
regulator should check that the guidelines
are being adhered to through regular visits
to the financial institutions and spot
checks. Prior to visiting a financial
institution, the regulator should also liaise
with the financial intelligence unit to check
that the institution’s rate of suspicious
transaction reporting is in line with
expectations, bearing in mind the type and
size of the financial institution.

A range of measures should be available
to the regulator to sanction those financial
institutions which fail to comply fully with
the regulator’s guidelines.

VI. INTERNATIONAL CO-
OPERATION

International co-operation, in the form
of enforcement of external confiscation

orders and asset sharing, has already been
touched upon in Part 111 above. This form
of co-operation relates to cases where a
suspect has already been arrested and his
or her assets restrained. Equally, if not
more important, is international co-
operation during the investigation phase.

FATF Recommendation no. 32 states:

“Each country should make efforts to
improve a spontaneous or “upon
request” international information
exchange relating to suspicious
transactions, persons and
corporations involved in those
transactions between competent
authorities”.

Recommendation No. 37 goes on to state:

“There should be procedures for
mutual assistance in criminal matters
regarding the use of compulsory
measures including the production of
records by financial institutions and
other persons, the search of persons
and premises, seizure and obtaining
of evidence for use in money
laundering investigations and
prosecutions and in related actions in
foreign jurisdictions.”

There is a distinction to be made here
between the exchange of intelligence in
money laundering matters and the
rendering of assistance to another
jurisdiction in obtaining evidence. The
swift exchange of intelligence between
enforcement agencies and FIU’s of different
jurisdictions at the investigation phase is
vital if trans-national money laundering is
to be tackled effectively. Treaties governing
mutual legal assistance in criminal matters
are designed primarily for collecting
evidence for use in a court of law, not the
swift exchange of intelligence.

11
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VII. INVESTIGATION OF MONEY

LAUNDERING

Experience in Hong Kong has shown
that whilst confiscating the assets of a
criminal is usually a relatively
straightforward, albeit time consuming
process, proving a case of money
laundering is a good deal harder. Although
the exact wording of money laundering
laws varies from jurisdiction to jurisdiction,
there will generally be two elements to the
offence which have to be proved:-

= Dealing in property;
= Knowing or believing the property to
be the proceeds of crime.

The first element, dealing in property,
is normally the easiest to prove, although
investigators should be aware that just
because someone’s bank account is being
used does not mean that person is
conducting the transactions - a ‘stooge’ is a
person paid to open an account and then
hand over the account books to a second
person for their use. This MO is common
in loan sharking syndicates. ATM cards
and telephone banking are other examples
of banking facilities which can be used by
persons who are not the account holder.

It is, however, the second element,
knowing or believing, that presents most
problems. A money launderer will seldom
admit that he or she knows or believes the
property was the proceeds of crime.
However, skilful investigation and the use
of circumstantial evidence can negate a
defence of ignorance as to the illicit origin
of the property.

A. Investigation Techniques
1. Surveillance

Surveillance can be useful to prove that
a suspect had no apparent legitimate
source of income. For example, he/she was
never seen going to work in a company,

12

factory, etc. Surveillance can also be useful
in identifying where a suspect keeps his/
her assets - financial transactions that the
suspect performs whilst under
surveillance, such as visiting a bank or an
ATM, may identify which bank the suspect
has an account with.

2. Telephone Intercepts
Lawfully obtained telephone intercepts

which can be used in evidence can provide
invaluable assistance to the investigator in
proving that a suspect was aware of the
criminal nature of the funds with which
he/she was dealing.

3. Undercover Operations
As with telephone intercepts, use of

undercover agents can provide direct
evidence of a suspect’s knowledge or belief
as to the illicit source of the money. These
operations can be relatively simple ones,
targeting remittance agents or company
formation agents, or they can be as
sophisticated as setting up a ‘shop front’
operation to launder money on behalf of
criminals.

4. Controlled Deliveries

The use of controlled deliveries in drug
operations, whereby a drug shipment is
delivered from one country to another
under the control of the authorities, is a
well established tactic. Controlled
deliveries of money is less common but can
be similarly effective when combined with
other resources such as surveillance and
telephone intercepts.

B. Circumstantial Evidence
Circumstantial evidence, whereby proof
of guilt can be inferred from indirect
evidence, can also be crucial in proving a
money laundering case. The investigator
may be able to show, for example, that a
defendant had no legitimate income, that
he/she often performed his/her transactions
using cash, that his/her banking habits
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were not those to be expected from a normal
person and that he/she was associated with
people he/she knew to be criminals. None
of these facts on their own would be enough
to establish guilt, but if they are put
together and presented to a court, the jury
may feel that the inescapable inference is
that the defendant was guilty of money
laundering.

VIIl. CONCLUSION

Tackling money laundering will never be
easy. The ease with which money can be
moved around the world, the ingenuity of
money launderers in finding new ways to
disguise their ill gotten gains, the
prevalence of tax havens and shelf
companies and the excessive secrecy of
certain jurisdictions all combine to ensure
that tracing the flow of dirty money and
prosecuting the money launderer will
remain one of the hardest tasks in criminal
investigation. This task will be made
somewhat easier, however, if the various
anti-money laundering components
mentioned above are welded together to
form a cohesive anti-money laundering
strategy. A workable and comprehensive
law, close international co-operation, an
effective FIU and strong regulation of the
financial sector, combined with imaginative
and thorough investigation, are vital if
money laundering and its inherent dangers
to society are to be effectively combated.



FIGHTING HONG KONG’S ORGANIZED CRIME,
THE ORGANIZED & SERIOUS CRIME ORDINANCE

Peter Yam Tat-wing *

I. BACKGROUND

Historically Hong Kong's organized
crime were often seen to be associated with
activities of triad societies active in the
territory. It was therefore no surprise that
apart from the array of criminal offences
under its Common Law Jurisdiction which
dealt with specific acts of the crime, Hong
Kong’s legal arsenal against triad and
organized crime was only to be found in its
Societies Ordinance which dealt with the
threat of triad societies by declaring them
unlawful and outlawing their activities;
thus targeting the problem from an
organizational perspective.

The Societies Ordinance has been
effective in suppressing the growth of triad
societies in Hong Kong. Whilst it is widely
acknowledged that our triad threats have
been contained, the recent decades have
seen criminals transcending the traditional
boundary of triad societies, forming
themselves into organized crime groups.
Whereas some members of these organized
crime groups may be triads themselves,
triad membership is no longer a pre-
requisite for joining such criminal
enterprise. To effectively deal with these
organized crime groups, a new law was
needed. Hong Kong first started working
on the new legislation by publishing a
discussion document in 1986 seeking public
views on how to deal with the threats posed
by these organized crime groups. A further
discussion document on organized crime
was published in 1989. The two formed

* Assistant Commissioner (Crime), Hong Kong Police
Force Headquarters, Hong Kong
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the basis of the public consultation
exercise. These culminated in the
introduction of the Organized Crime Bill
in 1991 and the revised Organized and
Serious Crimes Bill in 1992.

October 1994 marked the enactment of
the Organized and Serious Crimes
Ordinance in Hong Kong after lengthy
discussion and some 70 amendments.
Nevertheless, this provided the police with
the new weapon which it needed to deal
with these newly emerged organized crime
groups which could not otherwise be dealt
with effectively under the Societies
Ordinance. The Ordinance came into full
effect in 1995.

I1l. THE ORDINANCE AT AGLANCE

In the absence of any applicable
international protocol or convention, the
Ordinance was modeled upon our earlier
Drug Trafficking (Recovery of Proceeds)
Ordinance enacted in 1989 and other
similar legislations available in countries
having also Common Law Jurisdiction to
facilitate harmonization. It was enacted
to:

(i) Create new powers of
investigation;

Provide for confiscation of proceeds
of crime;

Enhance sentencing of certain
offenders; and

Create new offences of dealing with
proceeds of crime.

(i)
(iii)
(iv)

It created a schedule of offences
(Schedule 1) which would become
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organized crime, once they were linked to
the activities of triad societies, as well as
other organized crime groups which set out
to commit such offences in repetition and
others which otherwise planned to
endanger life, to inflict serious injury or to
inflict serious loss of liberty.

The net casted by the Organized and
Serious Crimes Ordinance is much wider
and the powers provided are much more
extensive than the earlier legislations.
Dedicated units in the Police and the
Department of Justice work together to
ensure that this Ordinance is used correctly
and effectively in the fight against
organized crime.

111. THE INVESTIGATIVE POWER

A. Section 3 - Witness Order

This Section permits the Attorney
General to apply to High Court for an order
which compels a person to provide
information to Police or Customs & Excise
officers conducting an investigation of an
organized crime. Non-compliance with the
order is an offence and is punishable with
a fine of up to $500,000.- and 3 years
imprisonment. Effectively, this section
removes a person’s right of silence and is
therefore an exceptional power. Elaborate
procedures are in place to guard against
abuse. This Section has only been used on
24 occasions by the Police and in the most
needed cases since the implementation of
the Ordinance. Of note is its recent
application in the investigation of a number
of Loco-London Gold fraud cases whereby
directors of bogus Loco-London Gold
trading companies are compelled to provide
information on the running of these
companies.

B. Section 4 - Production Order
This section permits the Attorney

General, the Police or Customs & Excise

to apply to the High Court for a production

order which requires a person in possession
or control of material, in Hong Kong or
overseas, to produce that material to Police
or Customs & Excise officers for
investigation of an organized crime;
proceeds of an organized crime; and
proceeds of specified offence included in
Schedule 2 of the Ordinance. The creation
of Schedule 2 specified offences extends the
scope of this investigative power beyond
what is defined as organized crime and is
therefore a very useful piece of legislation.
This is the most widely used Section and
has been used in a broad range of offences
- from typical triad related offences to
money laundering, to tax evasion on totally
342 occasions since the implementation of
the Ordinance.

C. Section 5 - Search Warrant

This Section permits the High Court or
District Court to issue search warrants for
the same types of investigations as found
in Section 4 on application by Police or
Customs & Excise officers. This Section
has since been used on 69 occasions. The
offence for unauthorized disclosure of
information and for prejudicing the
investigation under Section 7 provides
Section 3, 4, 5 with additional clout which
is not normally found in other legislations.
The maximum penalty under Section 7 is
a fine of $500,000.- and imprisonment for
7 years.

D. Section 6 - Disclosure of
Information
The Organized and Serious Crime
Ordinance is designed to deal with
organized crime at both a national and
transnational level. Section 6 of the
Ordinance permits disclosure of
information obtained under Section 3 to 5
to other investigative authorities both in
Hong Kong and overseas, thus allowing the
sharing of information in the fight against
organized crime.

15
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IV. CONFISCATION OF PROCEEDS
OF CRIME

A. Section 8 - Confiscation Order

Section 8 permits the High Court or
District Court where a person has been
convicted of a specified offence defined
under this Ordinance including both
Schedule 1 and 2 offence, to make a
confiscation order in relation to the person’s
proceeds of that specified offence where the
proceeds exceed $100,000.-. This threshold
being in place to disable the use of such
provision in lesser offence. By including
Schedule 2 offences this covers most serious
crimes as well as organized crime.

If a person is convicted of an organized
crime and the proceeds from that offence
exceed $100,000.-, then the court can order
the confiscation of the value for all the
person’s proceeds from organized crime, the
amount is not limited to the proceeds of the
actual crime with which the person is
charged. There are statutory assumptions
under Section 9 for assessing the proceeds
of crime which can go back 6 years from
the date the person is charged. There is
also Restraint Order under Section 15 and
Charging Order under Section 16 to help
ensure that the criminal charged or to be
charged with the specified offences are not
able to dispose of their realizable property
and that any earnings from these property
are paid to the Government before any
applications for Confiscation Orders are
determined. Since implementation, around
$10 million have been confiscated; $107
million have been restrained/charged; and
$24 million discharged subsequently in
favour of victims.

B. Section 13 - Enforcing
Confiscation Orders
Whenever the High Court or the District
Court makes a confiscation order it will also
make an order fixing a term of
imprisonment which the defendant is to
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serve if any of the amount which he is liable
to pay under the confiscation order is not
duly paid or recovered. Depending on the
amount the additional sentence can range
from 12 months to 10 years. This provides
a strong incentive for the defendants to
handover their proceeds of crime. There
has only been 1 instance since the
introduction of the Ordinance where the
defendant refused to pay up, the proceeds
having been transferred overseas. He
served an additional sentence of 3 years as
a result.

V. ENHANCED SENTENCING

Section 27 permits prosecuting counsel
to present information in the High Court
or District Court in respect of a person
convicted of a specified offence for the
purpose of having the court impose a
greater sentence than would otherwise
have been imposed. The information may
relate to such matters as it being an
organized crime; it being triad related; its
prevalence; its impact upon the victim or
the community; or otherwise its pecuniary
significance. The additional sentence
imposed can be as much as one third of the
usual tariff. At the same time that there
are provision in the Ordinance to deal with
proceeds of crime, this provision provide
further deterrence to would be criminals.
Since its implementation, the police has
secured enhancing sentencing in 25 cases
involving 68 defendants.

VI. DEALING WITH PROCEEDS OF
CRIME

Section 25 makes it an offence for a
person to deal with another person’s
proceeds of an indictable offence. This
further expands the scope of the Ordinance
beyond organized crime and specified
offence, creating the offence of money
laundering as long as the property
represent proceeds of an indictable offence.
Section 25A further makes disclosure of
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knowledge or suspicions that property
represent proceeds of indictable offence
mandatory and creates an offence for
prejudicing the investigation. To protect
the confidentiality of such disclosures,
Section 26 provides restriction on revealing
disclosures under Section 25A in both civil
and criminal proceedings. The maximum
penalty for money laundering under
Section 25 is a fine of $5 million and
imprisonment for 14 years. A total of 35
defendants in 30 cases have since been
convicted of money laundering offences.

VII. OVERALL EVALUATION

The Organized and Serious Crime
Ordinance has provided law enforcement
officers in Hong Kong with the powers to
deal with organized crime of both a
national and transnational nature. The
Police investigative capability to combat
triads and organized crime groups has been
enhanced by these new provisions. The
power to compel the production of
documents and statements from victims
and witness has been particularly useful
in breaking through ‘the wall of silence’
which hitherto has hampered the Police
efforts in their investigations. The
confiscation of proceeds of crime from these
criminals not only served to restore justice
but also crippled the operation of these
criminal fraternities which could otherwise
continue to thrive on their wealth.
Enhanced sentences for those criminals
convicted in connection with triad and
organized crime offences not only removed
them from the streets for much longer
periods, but also act as a deterrent to those
who would otherwise follow in their
footsteps.

VIIl. CONCLUSION

Whilst Hong Kong accumulates its
experience in the use of this new
legislation, there are lessons which we have
learned from drafting the legislation to
implementing the provisions. The many
amendments to the Ordinance since its
enactment is testimony to this learning
process. There are still other amendments
which we will introduce to the legislature
next year in order to enhance the
effectiveness of this very important
legislation. It is the wish of the author that
such valuable experience are shared and
that this paper has taken the matter one
step further in the right direction.
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Appendix A
ORGANIZED AND SERIOUS CRIMES ORDINANCE

SCHEDULE 1 OFFENCES
Common law offences
murder
kidnapping

false imprisonment
conspiracy to pervert the course of justice

Statutory offences

Offence Description

Import and Export Ordinance (Cap. 60)

section 6A import and export of strategic commodities
section 6C import of certain prohibited articles
section 6D(1) and (2) export of certain articles in Hong Kong
section 6E carriage, etc. of prescribed articles in Hong

Kong waters
section 18 importing or exporting unmanifested cargo

Immigration Ordinance (Cap. 115)

section 37D(1) arrange passage to Hong Kong of
unauthorized entrants

section 38(4) carrying an illegal immigrant

section 42(1) and (2) false statements, forgery of documents and

use and possession of forged documents

Dangerous Drugs Ordinance (Cap. 134)

section 4(1) trafficking in dangerous drugs
section 4A(1) trafficking in purported dangerous drugs
section 6(1) manufacturing a dangerous drug

Gambling Ordinance (Cap. 148)

section 5 operating, managing or controlling
gambling establishment
section 7(1) bookmaking
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Appendix A

Societies Ordinance (Cap. 151)
section 19

section 21

section 22

Money Lenders Ordinance (Cap. 163)
section 24(1)

Crimes Ordinance (Cap. 200)

section 24
section 25

section 53

section 54

section 55
section 60
section 61
section 71
section 75(1)
section 98(1)
section 100(1)

section 105

section 118
section 119
section 120
section 129
section 130

section 131
section 134

section 137
section 139

penalties on an office-bearer, etc. of an
unlawful society

allowing a meeting of an unlawful society
to be held on premises

inciting etc., a person to become a member
of an unlawful society

lending money at an excessive interest rate

threatening a person with intent
assaulting with intent to cause certain acts
to be done or omitted

causing explosion likely to endanger life or
property

attempt to cause explosion, or making or
keeping explosive with intent to endanger
life or property

making or possession of explosive
destroying or damaging property

threats to destroy or damage property
forgery

possessing a false instrument with intent
counterfeiting notes and coins with intent
custody or control of counterfeit notes and
coins with intent

importation and exportation of counterfeit
notes and coins

rape

procurement of person by threats
procurement of person by false pretences
trafficking to or from Hong Kong in persons
control over person for purpose of unlawful
sexual act or prostitution

causing prostitution of person

detention of person for unlawful sexual act
or in vice establishment

living on earnings of prostitution

keeping a vice establishment
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Appendix A

Theft Ordinance (Cap. 210)

section 9 theft

section 10 robbery

section 11(1) burglary

section 16(A) fraud

section 17 obtaining property by deception

section 18 obtaining a pecuniary advantage by
deception

section 18D procuring false entry in certain records

section 19 false accounting

section 23(1) and (4) blackmail

section 24 (1) handling stolen goods

Offences against the Person Ordinance (Cap. 212)

section 17 shooting or attempting to shoot, or
wounding or striking with intent to do
grievous bodily harm

Firearms and Ammunition Ordinance (Cap. 238)

section 13 possession of arms or ammunition without
licence

section 14 dealing in arms or ammunition without a
licence
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Appendix A

14A. Trade Descriptions Ordinance (Cap. 362)

15.

16.

17.

section 9(1) and (2) offences in respect of infringement of trade
mark rights
import or export of goods bearing forged
trade mark

section 12

(provided that for the purpose of this

Ordinance, an offence under section

12 of the Trade Descriptions

Ordinance does not include an offence being accessory to certain offences
relating only to false trade committed outside Hong Kong
description)

section 22

(provided that for the purpose of this

Ordinance, ‘offence under this

Ordinance’ referred to in section 22 of

the Trade Descriptions Ordinance

only means an offence under -

(a) section 9(1) or (2) of that

Ordinance;

or

(b) section 12 of that Ordinance,

excluding any offence relating only to

false trade description)

Drug Trafficking (Recovery of Proceeds) Ordinance (Cap. 405)

section 25(1) assisting another to retain the benefit of
drug trafficking

Organized and Serious Crimes Ordinance (Cap. 455)

section 25(1) assisting a person to retain proceeds of
indictable offence

Weapons of Mass Destruction (Control of Provision of Services) Ordinance (Cap.
526)

section 4 providing services that assist the
development, production, acquisition or
stockpiling of weapons of mass destruction
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Appendix A

Copyright Ordinance (Cap. 528)
section 118(1), (4) and (8)

(provided that for the purpose of this
Ordinance, ‘infringing copy’ referred
to in section 118(1) and (4) of the
Copyright Ordinance does not include
a copy of awork which is an infringing
copy by virtue only of section 35(3) of
that Ordinance)

section 120(1), (2), (3) and (4)
(provided that for the purpose of this
Ordinance, ‘infringing copy’ Referred
to in section 120(1) and (3) of the
Copyright Ordinance does not include
a copy of a work which is an infringing
copy by virtue only of section 35(3) of
that Ordinance)

offences relating to making or dealing with
infringing copies

offences relating to making infringing
copies outside Hong Kong
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Appendix B

ORGANIZED AND SERIOUS CRIMES ORDINANCE
SCHEDULE 2 OFFENCES

Common law offences

=

manslaughter
2. conspiracy to defraud

Statutory offences

Offence
3. Import and Export Ordinance
section 14
section 14A
section 18A

section 35A

4. Immigration Ordinance (Cap. 115)
section 37DA(1)

Description

(Cap. 60)

alteration of vessels, aircraft or vehicles for
the purpose of smuggling

construction, etc., of vessels for the purpose
of smuggling

assisting, etc., in export of unmanifested
cargo

assisting, etc., in carriage of prohibited,
etc., articles

assisting unauthorized entrant to remain

5. Dangerous Drugs Ordinance (Cap. 134)

section 5 (1)
section 9(1), (2) and (3)
section 35(1)

section 37(1)

6. Gambling Ordinance (Cap. 148)
section 14

section 15(1)

supplying or procuring a dangerous drug
to or for unauthorized persons

offence relating to cannabis plant or opium
poppy

keeping or managing a divan for the taking
of dangerous drugs

permitting premises to be used for unlawful
trafficking, manufacturing or storage of
dangerous drugs

providing money for unlawful gambling or
for an unlawful lottery

permitting premises to be used as gambling
establishment
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Appendix B

10.

11.

12.
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Registration of Persons Ordinance (Cap. 177)
section 7A possession of forged identity cards

Crimes Ordinance (Cap. 200)

section 72 copying a false instrument

section 73 using a false instrument

section 74 using a copy of a false instrument

section 76 making or possessing equipment for
making a false instrument

section 99(1) passing, etc., counterfeit notes and coins

section 101 making or custody or control of

counterfeiting materials and implements

Prevention of Bribery Ordinance (Cap. 201)

section 4(1) bribery of public servant

section 5(1) bribery for giving assistance, etc., in regard
to contracts

section 6(1) bribery for procuring withdrawal of tenders

section 9(2) bribery of agent

Theft Ordinance (Cap. 210)

section 12(1) aggravated burglary
section 18A obtaining services by deception

Offences against the Person Ordinance (Cap. 212)

section 19 wounding or inflicting grievous bodily
harm

Criminal Procedure Ordinance (Cap. 221)

section 90(1) doing an act with intent to impede
apprehension or prosecution of offender



116TH INTERNATIONAL TRAINING COURSE
VISITING EXPERTS' PAPERS

Appendix C

1.

ORGANIZED & SERIOUS CRIME ORDINANCE
INTERPRETATION

“organized crime” means a Schedule | offence that -

(a) is connected with the activities of a particular triad society;

(b) is related to the activities of 2 or more persons associated together solely or
partly for the purpose of committing 2 or more acts, each of which is a Schedule
1 offence and involves substantial planning and organization; or

(c) is committed by 2 or more persons, involves substantial planning and
organization and involves -
(i) loss of the life of any person, or a substantial risk for such a loss;
(i) serious bodily or psychological harm to any person, or a substantial risk

of such harm; or

(iii) serious loss of liberty of any person.

“Schedule 1 offence” means -

(a) any of the offences specified in Schedule 1;

(b) conspiracy to commit any of those offences;

(c) inciting another to commit any of those offences;

(d) attempting to commit any of those offences;

(e) aiding, abetting, counselling or procuring the commission of any of those
offences.

“specified offence” means -

(a) any of the offences specified in Schedule 1 or Schedule 2;

(b) conspiracy to commit any of those offences;

(c) inciting another to commit any of those offences;

(d) attempting to commit any of those offences.

(e) aiding, abetting, counselling or procuring the commission of any of those
offences;

“triad society” includes any society which -

(a) uses any ritual commonly used by triad societies, any ritual closely resembling
any such ritual or any par of any such ritual; or

(b) adopts or makes use of any triad title or nomenclature.
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MILESTONE OF THE ORGANIZED & SERIOUS CRIMES ORDINANCE

21 October 1994

OSCO enacted

2 December 1994

Provisions relating to money laundering and enhanced
sentencing came into force

28 April 1995 Other provisions relating to investigative powers and
confiscation of crime proceeds took effect
27 July 1995 Organized and Serious Crimes (Amendment) Ordinance 1995

which improves the confiscation and money laundering
provisions of the OSCO was passed by the Legislative Council

1 September 1995

Organized and Serious Crimes (Amendment) Ordinance 1995
brought into operation

27 June 1997

Offence under S.4 of the Weapons of Mass Destruction
(Control of Provision of Services) Ordinance [Cap. 525] were
added into Schedule 1 of OSCO following the enactment of
Cap. 525

16 July 1999

‘Fraud’ under S. 16(A) of the Theft Ordinance was added into
Schedule 1 of OSCO following the amendment of the Theft
Ordinance

12 January 2000

Offences under the Trade Descriptions Ordinance [Cap. 362]
and Copyright Ordinance [Cap. 528] were added into
Schedule 1 of OSCO

27 January 2000

Organized and Serious Crimes (Amendment) Ordinance 2000
which requires any person or company involved in remitting
money into or out of Hong Kong to be registered with police
and to keep proper records of all transactions for the amount
over HK$ 20,000 was passed by the Legislative Council

1 June 2000

Organized and Serious Crimes (Amendment) Ordinance 2000
came into force
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TRIADS

Peter Yam Tat-wing *

I. INTRODUCTION

Triad societies are criminal
organisations and are unlawful under the
Laws of Hong Kong. Triads have become a
matter of concern not only in Hong Kong,
but also in other places where there is a
sizable Chinese community. Triads are
often described as organized secret
societies or Chinese Mafia, but these are
simplistic and inaccurate descriptions.
Nowadays, triads can more accurately be
described as criminal gangs who resort to
triad myth to promote illegal activities.

For more than one hundred years triad
activities have been noted in the official law
and police reports of Hong Kong. We have
a long history of special Ordinances and
related legislation to deal with the problem.
The first anti-triad legislation was enacted
in 1845. The Hong Kong Special
Administrative Region (HKSAR) has, by
far, the longest history, amongst other
jurisdictions, in tackling the problem of
triads and is the only jurisdiction in the
world where specific anti-triad law exists.
It must be pointed out that legal
enactments alone cannot solve the problem.
This has to be supplemented by effective
police enforcement action, proper education
and publicity campaigns to remind people
of the undesirable consequences of
associating with triads and the importance
of coming forward to report triad-related
crimes and more importantly to testify in
courts.

* Assistant Commissioner (Crime), Hong Kong Police
Force Headquarters, Hong Kong

This paper will draw heavily on the
experience gained by law enforcement
bodies in the HKSAR in tackling the triad
problem. Emphasis will be placed on anti-
triad law and Police enforcement tactics.
Background knowledge on the structure,
beliefs and rituals practised by the triads
is important in order to gain an
understanding of the spread of triads and
how triads promote illegal activities by
resorting to triad myth. With this in mind
the paper will examine the following issues:

= History and Development of Triads

= Triad Hierarchy and Structure

= Characteristics of Triads

= Differences between Triads, Mafia
and Yakuza

e Common Crimes Committed by
Triads

e Current Triad Situation in Hong
Kong

= Anti-triad Laws in Hong Kong

= Police Enforcement Strategy

= International Cooperation

Il. HISTORY AND DEVELOPMENT
OF TRIADS

The term “Triad” is a relatively modern
English word describing the sacred symbol
of the secret societies, a triangle enclosing
a secret sign derived from the Chinese
character HUNG (O) depicting a union of
heaven, earth and man. The origin of
triads is unclear, being a mixture of facts
and myth. It is generally believed that in
the mid-17th century, when the
Manchurians from the northern part of
China conquered the whole of China,
overthrowing the Ming Dynasty and
establishing the Ching Dynasty, some
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supporters of the former Ming Dynasty
formed politically motivated secret
societies with a declared goal to overthrow
the ruling Manchurians who were
considered as “foreigners” by the Han
people. One of these societies was the
HUNG League (O00O), which is now
regarded as the original triad society, from
which today’s triad societies have
originated.

Over the years the original society has
fragmented into numerous separate
societies. With the political developments
in China, the original political objectives
have long been lost and these once
“patriotic” secret societies have
degenerated into present day criminal
gangs. Nowadays, triad societies exist only
for the pursuit of criminal activity for
monetary gain. A common modern term -
“Dark Society” or “Dark Association” (20
) is used to describe all triads, and
represents the public feeling that triads are
sinister and evil rather than a mystic
brotherhood.

I11. TRIAD HIERARCHY AND
STRUCTURE

The traditional triad societies adopted
a military style and had a well-organized
rank structure, not dissimilar to present
day guerrilla organizations. They had a
rigid rank structure of members and
officials, called “office bearers”. Each rank
had specific responsibilities. Many of the
traditional rank terms are still used today.
As well as a title, an office bearer would
have an auspicious number. The
traditional rank structure of a triad society
can be seen at Appendix A.

To enhance efficiency, increase flexibility
and to avoid police detection, the present
day triad societies in Hong Kong have
adopted a flattened organizational
structure. Apart from a few exceptions,
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each triad society is generally presided over
by the Chairman and Treasurer who are
often elected for a fixed term, normally two
years, by a group of senior members and/
or area leaders of that triad society.
Usually, the most influential area boss, who
has the largest group of followers or the
most wealth, is elected. In some triad
societies, the same person holds both posts.
It must however be emphasized that these
days the Chairman and Treasurer are
honorary positions without actual power.
Appendix C shows the present day
structure of a typical triad society in Hong
Kong.

IV. CHARACTERISTICS OF TRIADS

Contrary to what the movies may
portray, triad societies are in fact a
collection of loose-knit groups or gangs who
operate independently. They are mainly
local area gangs, each active in certain
areas and activities. Their disputes
sometimes result in fighting and it is not
uncommon that gangs within the same
triad society often fight with each other
over a disputed interest or territory.

Despite the fact that today’s triad
members do not belong to one organization,
some of them continue to use triad jargon,
rank structure etc. This is to convince a
new recruit that he has indeed joined an
elite and is used to instil fear into members
of the public. Cooperation between triad
groups in criminal activities is normally
based on personal acquaintance and
mutual interest. The chairpersons do not
usually direct gang members’ criminal
activities but are only ‘ceremonial heads’
and ‘mediators’ of disputes.

There is a recognized Chinese triad
presence in a number of countries. These
overseas groups may bear the same triad
names as those in Hong Kong but apart
from that, they have no connection and
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little in common. Although there have been
occasions when overseas triad members
perpetrated crimes together with triads in
Hong Kong, the triad membership was
merely incidental. When an opportunity
arises to make a profit, criminals will
establish a joint venture.

Triad identity is not a pre-requisite to
establish a criminal joint venture except
to serve as a reference to the criminal
background of that person. It is thus a
gross simplification to associate organized
crimes in Hong Kong with triad societies.
Drug trafficking and smuggling are typical

examples of organized crimes. However,
triad membership is not a prerequisite for
joining a drug syndicate. It is experience,
expertise, contacts or money that count.
Whilst it may be true that many drug
traffickers have triad connections, triad
membership does not enhance one’s
position in a drug organization. The same
applies to other organized crime groups,
which specialise in such activities as illegal
gambling, prostitution, loan sharking and
fraud. It is not uncommon to find major
organized crime syndicates with members
from several different triad societies
working together.

V. DIFFERENCES BETWEEN TRIADS, MAFIAAND YAKUZA

The table below depicts the major differences between Triads, the Mafia and Japanese

Yakuza.
Triads
Loose-knit group (gangs)
Independent power base
Horizontal organization
Chairperson - limited influence,
honorary post
Full autonomy
Profit belongs to individual gangs
= Disputes settled through negotiations
and fights
« Made up of criminal fraternities

V1. COMMON CRIMES
COMMITTED BY TRIADS

Triad gang activities are mainly
territorial and fall into one or more of the
following categories:

e Extortion and protection
racketeering;

= Monopoly of certain business and
services;

= Street-level drug trafficking;

= lllegal gambling activities;

= Prostitution and pornography;

= Loan sharking and debt collection;
and,

Mafia / Japanese Yakuza
Monolithic criminal organization
Power diffused from a central core
Rigid chain of command
Chairperson - the ‘Godfather’ post

Central leadership

Profit goes to organization

e Disputes adjudicated by core
leadership

< A criminal enterprise

e Other opportunistic crimes, such as
selling of pirated and contraband
goods, smuggling, dealing in
counterfeit currency and credit cards.

Experience in Hong Kong, however has
shown that triads are extremely adaptive
and versatile. They will make use of every
opportunity to make money, whether legal
or illegal. In tackling current and future
triad activities, there is a need to be vigilant
of emerging trends.
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Over the years, some of the criminal
groups have established legitimate fronts
so as to cover their criminal activities.
More sophisticated triad members, referred
to as second or third generation triads,
have received the best education paid for
by money generated through illegal means.
Many of them are trained as professionals
such as lawyers and accountants. They are
also involved in legitimate business and
part of the profit from legitimate sources
can be used to fund triad activities so as to
create an environment favourable for their
business. They may present themselves
as reputable entrepreneurs and mix with
reputable socialites. Since they rarely
involve themselves in crimes, they are
becoming known as the “untouchables”.
Such a practice is typical in the
development of organized crime. Control
of and investigation into their activities
becomes increasingly difficult.

At the lower level, triads are shifting
from hardcore criminals to service
providers. Their services include the
supply of bouncers to entertainment
businesses, car jockeys for valet parking,
debt collectors and regulators to ward off
business competitors. Those at the
receiving end of the service are willing
hirers, which may include reputable
commercial corporations, making attempts
to shrink the income of triads difficult or
even futile.

VIl. CURRENT TRIAD SITUATION
IN HONG KONG

In 1999, there were 76,771 crimes
reported and the crime rate (the number
of crimes per 100,000 of the population) was
1,121.9. As a result of sustained police
efforts in Hong Kong the ratio of triad
involvement in overall crimes, in the past
few years, has been contained at below 4%.
Appendix D contains charts showing the
total number of reported crimes, the total
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number of reported triad-related crimes
and the percentage of triad-related crimes
in total reported crimes between 1990 and
1999.

At present there are around 50 known
triad societies in Hong Kong, of which
about 15 regularly come to Police attention
through overt criminal activities. This does
not mean that the remaining societies are
inactive, but possibly only that their
activities go unreported for a variety of
reasons. The clandestine nature of triad
activity precludes an accurate assessment
of the triad membership. The accumulated
number of people convicted for triad
membership since 1936, including
recidivists, is about 32,000 and accounts
for 5% of all convicts. It serves as a rough
indication of the size of triad population.
San Yee On, 14K, Wo Shing Wo, Wo Hop
To and Wo On Lok are the five most active
triad societies and they together account
for the majority of triad-related crimes in
Hong Kong.

VIIl. ANTI-TRIAD STRATEGY IN
HONG KONG

In Hong Kong, we adopt a four-pronged
approach to tackle triad activities, namely:

(a) Legislation

(b) Enforcement

(c) Education

(d) Rehabilitation

A. Legislation

Hong Kong is determined to combat
triad activities. The first anti-triad
legislation dates back to 1845. Relevant
anti-triad laws were consolidated
subsequently under Societies Ordinance,
which was enacted in 1949. Hong Kong
has the most effective and strictest
legislation aimed at tackling triad
activities:
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1. The Societies Ordinance

Under the Societies Ordinance, Cap 151,
Laws of Hong Kong, and its subsequent
amendments, all triad societies are deemed
to be unlawful societies in Hong Kong. It
includes a series of criminal offences
relating to triad membership, recruitment
and activities. Any person convicted of
professing or claiming to be an office-bearer
or managing or assisting in the
management of a triad society is liable to
a maximum fine of HK$1 million and to
imprisonment for 15 years. A person
convicted as a triad member may be fined
a maximum of HK$250,000 and jailed for
7 years.

The courts usually regard a charge of
Triad membership alone as not being
particularly serious and accordingly the
penalties awarded range from being ‘Bound
Over’ to being placed on probation.
However, in respect of recruitment and
office bearer offences, a more serious view
is taken and up to one year’s imprisonment
is not uncommon. In addition, most courts
are less inclined to leniency if other offences
such as blackmail, wounding or
intimidation are involved. In a recent trial
an officer bearer was convicted of the
offence of managing a triad society and
some other related offences under the
Societies Ordinance. He was sentenced to
three and a half years’ imprisonment.

The enactment of the Societies
Ordinance has to a great extent assisted
us in the fight against triads in the last
couple of decades. However, the greatest
difficulty faced by Police in combating triad
activity is the reluctance of victims and
witnesses to report crimes and to testify in
subsequent trials. This has largely
stemmed from the perceived fear of triads
and possible triad revenge. In addition, in
many triad crimes, there are simply no
“victims” because they have become
“satisfied customers”. Typical examples

are Public Light Bus drivers engaging
triads to monopolize profitable routes and
decoration contractors using triads to drive
out competitors in the Public Housing
decoration sector. Victim reassurance is
therefore important to encourage people to
come forward and report triad activities.
Additionally, coercive power is required to
enhance the police’'s ability to uncover
evidence of triad criminal activities.

2. The Organized and Serious Crimes
Ordinance (OSCO)

The OSCO was enacted in 1994.
“Organized Crime” is defined as any one of
a wide range of criminal offences listed in
Schedule | of the Ordinance and includes
those, which are connected with the
activities of a particular triad society.

The objectives of the Ordinance are
fourfold:

(i) To provide powers under sections
3, 4 and 5 to investigate organized
crimes and the proceeds from
organized crimes or serious
offences, including the power to
compel a person to attend an
interview, to supply information or
to produce material for inspection.
The person is deprived of his right
of silence though his admission
cannot be used against him;
To provide for confiscation of
proceeds of crimes;
To create a general “money
laundering” offence under section
25 to cover those who deal with
property, knowingly or having
reasonable ground to believe that
it represents proceeds of an
indictable offence; and,
To enable the prosecution to
submit to the courts, information
concerning the nature and impact
of serious crimes and for the courts
to impose more stringent sentences
in appropriate cases under section

(i)
(iii)

(iv)
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27.

It is assessed that the police force's
investigative capability to combat triads
and organized crime syndicates has been
enhanced by these new provisions. The
power to compel the production of
documents and statements from victims
and witnesses has been particularly useful
in breaking through “the wall of silence”
which effectively hampered police efforts
to fight this scourge of society.

The creation of a money laundering
offence is a step forward in tracking and
cracking down on the financial source of
the triads. Through the successful
application of this new provision, the
laundering of dirty money by triads can be
stopped, preventing its use for funding
further triad activities.

It is also notable that the enhanced
sentences for those convicted in connection
with triad and organized crime not only
remove more criminals from the streets for
much longer periods, but also act as a
deterrent to those who would otherwise
follow in their footsteps.

By far the most powerful and effective
elements of the Ordnance are the
confiscation provisions, which empower the
court to restrain criminal assets whilst
under police investigation and also to order
its forfeiture upon conviction of the
offender. Depriving the criminal of his ill-
gotten gains is the greatest hurt that can
be done to him and also stops the money
from being used to corrupt officers as well
as for rebuilding the criminal enterprise
upon the discharge of the triad member
from prison.

3. Witness Protection Ordinance

As mentioned earlier, the greatest
difficulty faced by Police in combating triad
activity is the reluctance of victims and
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witnesses to report crimes and testify in
subsequent trials. The Witness Protection
Ordinance was passed in June 2000. It
provides a legal framework for the Witness
Protection Programme, which has been
operating since 1992. It reassures
witnesses, especially accomplice witnesses,
of their own and their family members’
safety, such as giving a new personal
identity after trial.

B. Police Enforcement Strategy
1. Three-Tier Structure

The fight against triads and organized
crimes in Hong Kong is spearheaded by a
three-tier structure within the Hong Kong
Police Force. The Hong Kong Police has
dedicated units at headquarters level (e.g.
Organized Crime and Triad Bureau,
Criminal Intelligence Bureau) to collate
intelligence and to take proactive action
against the triads, such as using
undercover agents to infiltrate into the
triads, as well as the establishment of a
Witness Protection Unit to provide support
and protection to vulnerable witnesses and
family members.

There are also designated crime units
at the Regional and District levels to
interdict those mid-level and street-level
triad personalities and activities. They are
supported by Intelligence Sections in the
Regions and Districts.

In each Police District, there is a school
liaison team to deal with the triad activities
amongst school children. Criminal
investigation units at all levels also
investigate criminal activities involving
triads.

2. Intelligence Gathering and Undercover
Infiltration

Given that vulnerable victims are
reluctant to report triad-related crimes and
testify at court because of the fear of
revenge, the deployment of police officers
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to infiltrate triad groups to gather
intelligence and to collect evidence for
prosecution purposes has proved an
effective tactic.

Many successful Police anti-triad
operations were the result of proactive
undercover infiltration actions. There have
been successful deployments of undercover
police officers in schools, resulting in the
arrest of triad elements that intimidate and
recruit students to join triad societies.

3. High Profile Operations

Apart from investigation and
intelligence, operations are mounted from
time to time at various levels of the Hong
Kong Police Force, to suppress and
neutralise triad activities, particularly at
their source of income.

Triads prosper from the threats and
fears that they instil in their victims. Itis
very important therefore that, in successful
police operations, every opportunity should
be taken to publicise arrests, in order to
remove the fear that the public may have
of triads.

4. Witness Reassurance/Protection

Support from members of the public is
vital in our fight against crime. A lot of
Chinese however are reluctant to report
crimes either because they thought it was
not their business, or because of the fear of
revenge. The Hong Kong Police has made
efforts to assure witness protection in many
ways, such as allowing witnesses to live in
safe houses, omitting addresses in witness
statements etc. Recently, new legislation
has been passed to further enhance witness
protection - The Witness Protection
Ordinance.

A police hotline for reporting triad
activities has also been set up. The purpose
of the hotline is to encourage members of
the public who might be victims of, or

witnesses to triad related crimes, to report
to the police in the first instance. The
identity of complainants is protected.
Anonymous complaints are also handled
expeditiously.
5. Triad Research and Triad Experts

The clandestine and mythical nature of
triad activities has made a general
understanding of the triads difficult. Alot
of their activities including their structure,
rituals, ceremonies, hand signs and
insignia are unknown to members of the
public. Athorough understanding of triads
is vital both in detecting triad activities and
in the subsequent prosecution in the courts.
The Hong Kong Police have set up a
research unit, specializing in triad
research. The research unit is responsible
for conducting research into triad activities
and training the Force Triad Expert Cadre.
The Triad Expert Cadre assists, both in the
investigation of triad-related crimes and in
the giving of expert evidence in court trials.
Regular seminars are held to keep the
Triad Experts abreast of current trends.

C. Education

There is no doubt that public support
and awareness are essential in combating
triad activity. The Junior Police Call (JPC)
is a scheme administered by the Police,
which apart from providing recreational
activities, also serves as a well-established
network for disseminating anti-triad
messages to youngsters. Regular school
talks are conducted on the adverse effects
of triad membership. As portrayed in the
movies and television, there is always an
over-glorification of triads. The JPC
Scheme develops a better understanding
of the police by the youngsters and fosters
youth values to make them more resistant
to triad influence.

More importantly, through various
publicity campaigns we continue to strive
to show the public that triad societies are
simply criminals, not legitimate problem

33



RESOURCE MATERIAL SERIES No. 58

solvers or business people, and certainly
not role models for our youth.

The continuous and sustained effort by
the Hong Kong Government through
education and publicity campaigns in the
past decades has witnessed a change in
people’s attitudes towards triads in recent
years. People come forward more than they
did in the 60's and 70's. Yet there is no
room for complacency because triads still
exist and that our method of dealing with
these groups should be continually
evolving.

D. Rehabilitation

In Hong Kong, outreach social workers
have been employed to counsel vulnerable
youngsters to stay away from triad
personalities and activities. A legally
sanctioned warning system administered
by a senior police officer can be used instead
of a young person attending court. After
being warned, the young person will be
advised by police officers as to follow-ups
for their rehabilitation. Following prison
release, triad offenders like other criminals
will be supervised by after-care services by
the Correctional Services Department.

IX. INTERNATIONAL CO-
OPERATION

Since 1995, the Triad Course for
Overseas Law Enforcement Officers has
been conducted annually by the Hong Kong
Police Force. Apart from sharing
knowledge of triads and experience in
tackling triad crimes, the participants are
able to build up an intelligence network
that fosters future exchange of information
on triad activities. Apart from that we also
organize Triad Courses in other countries.
Two such courses were organized in
Canada before and two will be organized
in Australia later this year.
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The Hong Kong Police Force
undoubtedly enjoys the close and
productive relationship with many
Overseas Law Enforcement Agencies,
especially those with liaison officers posted
to Hong Kong, such as National Police
Agency of Japan, FBI, DEA, INS, Customs
Service, Secret Service and Internal
Revenue Service of the US, RCMP of
Canada, AFP of Australia, the Korean
National Police and the UK Customs.

From time to time Japanese delegates
visit the Hong Kong Police Force. During
the visit topics of common interest are
discussed and experiences in combating
crimes shared. Since the beginning of this
year, two such visits have been arranged.

The Hong Kong Police Force will
continue to be committed in forging closer
cooperation with our counterparts,
exchanging intelligence, mounting joint
operations, sharing experience, returning
fugitives where Mutual Legal Assistance
is applicable and attending international
conferences.

X. CONCLUSION

While Hong Kong has enacted special
laws to deal with the triad menace, as has
been explained earlier, triad-related crime
is no different from any organized crime
and can be effectively tackled by legislation
targeting the latter activities. Anti-money
laundering and asset forfeiture laws, for
example, are considered effective measures
to tackle triad activities.

However, a good working knowledge of
what triads are, their structure and
methods of operation are essential.
Equally important is an understanding of
the Chinese culture and establishing an
effective means of communication with the
local Chinese community so as to encourage
the reporting of triad activities.
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As in the case of organized crime, it is
not expected that triads could be totally
eradicated even with the rigorous
application of enforcement and judicial
measures. Hong Kong has been tackling
the triad problem for many years and we
are more than willing to share our
experience with the other law enforcement
agencies.
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Appendix A

TRADITIONAL STRUCTURE OF ATRIAD SOCIETY

Leader of the Society
(Shan Chu 0 0O)

489
* Vanguard or _— * Deputy Leader * Incense Master or
Ceremony Assistant (FushanChu OO Q) Ceremony Master
(SinFung 0 0O) 438 (Heung Chu O 0O)
438 438
Advisor Fighter Liaison officer
(White Paper Fan (Red Pole (Straw Sandal
Pak Tze SinO 0O 0) Hung Kwan 0 0O0) ChoHaO0O)
415 426 432
Ordinary ** Temporary Member
Member (Hanging Blue Lantern
or Lam Tang Lung
49 goono)

Note: A fuller explanation of the roles and numerical figures can be found at Appendix B1

* = In the smaller triad societies all the 438 posts are filled by one individual
** = A member that has not been initiated
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Appendix B

(a) 489 -

(b) 438 -

(c) 415 -

(d) 426 -

(e) 432 -

(f) 49 -

EXPLANATION OF THE ROLES AND NUMERICAL FIGURES

The Leader of the Society is generally known as the First Route Marshal or
Dragon Head. He is also referred to as the Shan Chu, the literal meaning is
‘Mountain Master’ 0 0O .

The Deputy Leader is generally known as the Second Route Marshal or Fu
Shan Chu O O O.

This title of 438 can also be awarded to the office bearers officiating as ‘Incense
Master’ or Heung Chu O O or Vanguard O O in a triad ceremony.

An official generally known as Pak Tsz Sin 0 O O (meaning White Paper Fan)
whose duty is to advise generally on the organization, administration and
finance of the Branch.

In other words he is the Counselor or the Chief of Staff.

An official generally known as the Hung Kwan 0 O (meaning Red Pole) whose
duty is to take charge of the fighting section of the Branch and play the leading
role in fights against rival groups.

This official is also responsible for the Society or Branch membership.

An official generally known as the Choi Hai O 00 (meaning Straw Sandal) is
the liaison officer as well as the chief messenger of the Branch and through
whom messages from the Branch concerning meetings, manpower, rallying
for settlement talks or gang fights are passed on to other members of the
Branch.

An ordinary member of a Triad Society who is normally the protégé of a
particular junior office bearer.

(g) Blue Lantern Member or Hanging Blue Lantern Member O 0 O O

A member who has undertaken an oath of allegiance to a Triad Society or to a Triad
Society member without having been initiated through a Hung Mun ritual. His
allegiance may have been shown by having paid a fee, or by the adoption of Triad
title or Triad slang, or by verbal recognition of joining the Society or by becoming a
follower of a Triad member or an Office Bearer (known to be a protector).
Depending on the Triad Society, some Blue Lantern members may undergo initiation
rites later.
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Appendix C
CURRENT (SIMPLIFIED) STRUCTURE OF ATRIAD SOCIETY
Chairman
(Cho Kwun [ €8)
Treasurer
(Cha So #&0)
Public Relations Officer
(Kau Chai 0 0O)
Group Leader
Ordinary Member ** Temporary Member
49 (Hanging Blue Lantern
or Lam Tang Lung
gooo)

*  Any Office bearer of 426, 415 or 432 rank
** A member that has not yet been initiated
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Appendix D

THE TOTAL NUMBER OF REPORTED CRIMES, 1990-1999

95000
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90000 8830088659 = 8?804
85000 &

82564 79050
80000 ] 771
75000 >
20000 67367_—+" 71962
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1990 1991 1992 1993 1994 1995 1996 1997 1998 1999

THE TOTAL NUMBER OF TRIAD-RELATED CRIMES, 1990-1999

4500
4000 4015 3989
3487 *T3746
3500 |—- .
3340 3487 3126
3000 _
2500 2599 ,_—7872
2623
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THE PERCENTAGE OF TRIAD-RELATED CRIMES TO TOTAL
REPORTED CRIMES, 1990-1999

5.00%
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EFFECTIVE METHODS TO COMBAT TRANSNATIONAL
ORGANIZED CRIME IN CRIMINAL JUSTICE PROCESSES

Bruce G. Ohr *

I. INTRODUCTION

One of the most serious unintended
consequences of the globalization that we
have been experiencing for the last few
years has been the rapid rise of
transnational organized crime groups.
There are several reasons for this,
including the following.

First, the increasing ease of
international communications brings the
world to each individual more directly and
potentially more dangerously than ever
before. The internet allows the individual
to access information, do business with and
communicate instantly with persons in
every nation, but at the same time it allows
criminals to perpetrate confidence schemes
and stock market manipulations, run
illegal gambling operations and peddle
child pornography across the globe.

Second, the growth of international
commerce and the staggering number of
international banking transactions
performed every day by major banks
provide vital benefits to the world’s
economies, but they also present ample
opportunity for fraud and theft and allow
international money launderers to easily
hide their ill-gotten gains.

Third, the fall of Communism in the
Soviet Union and Eastern Europe has
brought freedom and democracy to
millions, but has also resulted in massive

* Chief, Organized Crime and Racketeering Section,
Criminal Division, United States Department of
Justice, United States of America
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economic upheavals in those countries and
an often-violent free-for-all among
businessmen for the rich natural resources
of those regions. These changes have not
only spawned new criminal enterprises
within the area of former Soviet
domination, but have led directly to money
laundering and other crimes in the rest of
the world as well.

Finally, the international traffic in illegal
commodities, chiefly narcotics and would-
be immigrants to wealthy nations, shows
no signs of abating. Organized criminals
have already shown themselves to be
masters of these illegal markets. Given
these developments, it is easy to see why
these are boom times for transnational
organized crime.

The growing threat of transnational
organized crime is forcing radical changes
in traditional methods of law enforcement.
Law enforcement has historically been a
matter primarily of domestic concern. In
the United States, for example, we have
traditionally focused our anti-organized
crime efforts solely on the American Mafia,
or La Cosa Nostra. We, and our colleagues
in other countries, have therefore been
caught unprepared by the sudden rise in
transnational organized crime activities.
We are not used to criminals who might
reside in country A and travel to country B
in order to commit a crime that takes place
in countries C, D and E. Our organized
crime investigators and prosecutors are not
used to obtaining evidence from other
countries and conducting joint
investigations with law enforcement
officials of other countries. Indeed, in many
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instances our laws and procedures slow us
down instead of aiding us in these
endeavors. And we have not spent enough
time studying the new organized crime
groups, learning their faces, their
organizations, their ways of doing business.

We are now working energetically to
close the gaps in our knowledge and to
expand cooperation with other countries on
law enforcement matters. This work is
being done on several fronts. First, our
prosecutors and investigators are working
hard to improve their understanding of
transnational organized crime groups.
With the help of the Justice Department’s
Office of International Affairs, they are
investigating new cases in which they are
learning to work more closely with their
foreign counterparts. Second, the US.
Government is stationing more law
enforcement personnel in other countries.
The FBI has legal attaches in over 20
countries and is planning to open more
offices as well. The Justice Department's
Office of International Affairs has judicial
attaches in London, Rome and Mexico City,
and is trying to arrange for a person to be
assigned to Moscow as well. Other U.S.
law enforcement agencies such as the Drug
Enforcement Administration, the Customs
Service, and the Immigration and
Naturalization Service are also expanding
their overseas presence. Finally, we
applaud the efforts of forums such as
UNAFEI which provide us with the
valuable opportunity to meet directly with
our colleagues for other countries. These
forums are extremely important for
strengthening mutual understanding of
each others’ legal systems and for giving
us the chance to improve cooperation on
specific matters.

I will first briefly discuss the current
situation with respect to transnational
organized crime in the United States. 1 will
then cover in somewhat more detail some

of the most important methods that we use
for fighting transnational organized crime
- electronic surveillance, undercover
operations, accomplice testimony and the
RICO statute. Finally, I will discuss in
general terms some of the challenges that
we face in improving law enforcement
cooperation between countries on
transnational organized crime cases.

Il. TRANSNATIONAL ORGANIZED
CRIME IN THE UNITED STATES

The Organized Crime and Racketeering
Section is responsible for overseeing the
Justice Department’s programme for the
fight against organized crime in the United
States. As | mentioned, the Section’s work
and the work of its 24 Organized Crime
Strike Forces across the country has
historically focused on the activities of La
Cosa Nostra, the American Mafia. In
recent years, the Attorney General has also
directed the Section and its Strike Forces
to attack the growing presence of Russian
and Asian organized crime groups in the
United States. As a result, the Section now
supervises investigations into all three
major areas of organized crime activity in
our country - LCN, Asian and Russian. |
should mention that, for operational
reasons, the South American narcotics
trafficking groups are generally
investigated and prosecuted by other parts
of the Department of Justice, and the
Organized Crime and Racketeering Section
does not supervise these prosecutions
unless they also involve one of our groups.
In addition, while we also see some signs
of organized criminal activity from African
and South Asian groups, they have not yet
reached a serious enough level to demand
the attention of our Strike Forces. | will
therefore limit my comments to the two
major kinds of international organized
crime groups within the Section’s area of
activity - first the Asian, then Russian and
East European.
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A. Asian Criminal Enterprises

As you are all aware, criminal
enterprises have existed in Asian countries
for centuries. However, we have so far
found little evidence that the traditional
Asian criminal groups have been able to
set up extensive networks in the United
States. Asian immigrant communities in
the United States have suffered from the
predations of gangs and organized crime
groups, but in most instances these are
home-grown groups, without formal ties to
organized criminal groups in Asian
countries. Furthermore, in contrast to La
Cosa Nostra, the Asian Criminal
Enterprises found in the United States
tend to be loosely structured and often lack
a formal organization.

Nevertheless, Asian Criminal
Enterprises pose a significant crime
problem in the United States. These
groups commit traditional organized
crimes within various Asian communities,
such as extortion, murder, kidnaping,
illegal gambling, prostitution, and loan-
sharking. Additionally, Asian Criminal
Enterprises have engaged in international
criminal activity, including alien
smuggling, drug trafficking, financial
fraud, theft of automobiles and computer
chips, counterfeiting and money
laundering.

1. Chinese Criminal Enterprises
Chinese criminal enterprises operating

in the United States often bear names
familiar to students of the traditional Hong
Kong or Taiwan triads, such as 14 K, Sun
Yee On, Wo Hop To, or Hung Mun.
However, while these groups may indeed
have some links to the traditional Hong
Kong or Taiwan triads, the U.S.-based
groups usually operate independently of
the parent organizations. For example, the
Tung On Gang was a major criminal
organization operating in New York and
other cities on the east coast of the United
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States. Its former leader was a Red Pole
of the Sun Yee On Triad, but the Tung On
Gang's only connection to the Sun Yee On
was for the purpose of importing Southeast
Asian heroin into the United States.
Otherwise, the Tung On Gang engaged in
local criminal activities in the United
States such as extortion, murder, illegal
gambling and money laundering without
taking direction from Hong Kong.

The range of Chinese criminal groups in
the U.S. runs from simple street gangs,
such as the Flying Dragons and Ghost
Shadows of New York’s Chinatown, to
guasi-legitimate businessmen, sometimes
associated with criminally-influenced
Tongs, engaged in complex frauds.
Currently, the principal criminal Tongs in
the United States are the Hip Shing Tong,
located in New York and on the West coast,
principally in San Francisco, and the On
Leong Tong, located predominately in New
York, Chicago, Houston, Detroit, and
Atlanta. These Tongs mainly operate
illegal gambling, prostitution, alien
smuggling and stolen property activities
along with narcotics trafficking.

Chinese criminal groups in the United
States traditionally preyed almost
exclusively on residents of Chinese
communities in American cities. More
recently, however, these groups have
expanded the scope of their activities to
attacks on other U.S. companies and
institutions and to international crimes
such as alien smuggling, drug trafficking,
credit card fraud, theft of automobiles and
computer equipment, counterfeiting,
money laundering, and piracy of
intellectual property.

Chinese criminal enterprises have
proven themselves to be flexible and
sophisticated, capable of engaging in
complex crimes requiring a considerable
amount of planning and/or coordination
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with individuals overseas. Different
groups may pool their resources when
necessary to complete an ambitious
criminal scheme. Furthermore, the loose
structures of their organizations makes it
difficult for law enforcement to identify and
target key individuals.

One of the most dramatic cases of
Chinese organized crime in the last couple
of years was the so-called “Bites Dust”
operation, centered in San Francisco, in
which a Chinese criminal group engaged
in robberies of computer chips from
warehouses and sold them on the black
market. Carefully planning their
operations, the robbers had arranged in
advance with buyers exactly what kind of
computer chips to steal. As with many
other Chinese criminal enterprises in the
U.S., the gang committing the robberies
was loosely organized and not affiliated
with a specific triad or tong.

2. Vietnamese Criminal Enterprises
Vietnamese criminal enterprises are the

major Asian organized crime problem in
some parts of the United States such as
Texas, Louisiana and the Washington, D.C.
area. Currently, more than 750,000
Vietnamese have settled in various parts
of the United States, with California
housing a large majority.

Compared to other Asian groups,
Vietnamese criminal groups are the most
flexible groups in terms of cooperating with
criminals of other ethnic and racial
backgrounds. U.S. law enforcement
agencies face not only traditional organized
crime problems within various Viethnamese
communities such as extortion, murder,
kidnaping, illegal gambling, prostitution,
home invasion robbery, illegal weapons
trafficking, and loan-sharking, but also
national and international organized crime
problems including alien smuggling, drug
trafficking, credit card, check and food

stamp fraud, white collar crime, theft of
automobiles and computer chips/
equipment, counterfeiting of monetary
instruments, money laundering and piracy
of intellectual property.

Although the crime problem generated
from Vietnamese criminal enterprises in
the United States has been in existence for
a little more than a decade, their violence
and their proliferated criminal activities
have generated grave concerns to law
enforcement agencies and the public.
Vietnamese criminal enterprises are the
fastest growing Asian crime group in the
United States. Not only have they
established a foothold in various newer
Asian communities, they are challenging
the established crime groups in older Asian
communities. For the moment, they are
not as sophisticated as other more
established Asian crime groups, such as
Chinese, Japanese and Korean, and do not
have the same level of financial backing,
but this is changing.

Recently our Houston Strike Force
prosecuted a Vietnamese group engaged in
health care fraud. The defendants, who
ran four health clinics, would stage auto
accidents and then submit false medical
bills for reimbursement by the
Government. Enlist an attorney to assist
them in the scheme, the defendants
mastered complicated paperwork to obtain
$ 4 million dollars within a three year
period.

3. Korean Criminal Enterprises
As with the Chinese criminal groups,

Korean criminal enterprises in the United
States have ties to Korean criminal groups
in Korea and Japan, but they are
independent entities. While Korean
criminal enterprises are generally less
sophisticated and less organized than
Chinese criminal enterprises and Japanese
Boryokudan, they are best known for and
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are extremely proficient in criminal
activities related to the trafficking of
crystal methamphetamine and Southeast
Asian heroin, extortion, illegal gambling,
alien smuggling, prostitution, public
corruption, and money laundering.

Many of the criminal activities of the
Korean groups require an extensive
national and/or international network of
criminal contacts. Adapting to the
expanding international economy, Korean
traditional criminal organizations are
linking up with organized crime groups
abroad, including Japanese and Russian
groups, to form business joint ventures and
to learn new methods of committing crimes.

Since Korean immigrants in the United
States are often reluctant to report crimes
to law enforcement agencies, the activity
of Korean criminal enterprises often
remains undetected by law enforcement
organizations in the United States. As a
result, these groups have flourished in the
past decade. They have gained a strong
foothold in various prosperous Korean
communities, have controlled a large share
of methamphetamine trade in Hawaii and
the U.S. West Coast, and have had a
network of prostitution/alien smuggling
operations that span the nation. Korean
criminal enterprises have the potential to
become “entrenched organized crime
groups” within the United States, similar
to their counterpart criminal groups in
Korea.

4. Japanese Criminal Enterprises
Japanese criminal enterprises, the

Boryokudan, also known as Yakuza, can be
categorized as traditional criminal
enterprises. Japanese criminals based in
other countries with Asian communities,
such as the United States, Australia, and
Brazil, are either associates of the
Japanese Boryokudan, Boryokudan
members, or Japanese delinquents
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(chimpira) who are would-be Boryokudan.

The primary activities of the
Boryokudan in the U.S. are money
laundering, drug trafficking, handgun
trafficking, monopoly of the Japanese
tourist trade, and manipulation of the real
estate market. The most aggressive
Boryokudan groups in the U.S. include
Yamaguchi-gumi, Sumiyoshi-rengo-kai,
Inagawa-kai, and Toa Yuai Jigyo Kumiai.

The Boryokudan’s main activity is
money laundering, a very difficult
operation for law enforcement to detect.
Japanese victims are usually reluctant to
report crimes to law enforcement for fear
of retaliation. Boryokudan members and
their associates have also invested in high-
volume cash businesses, such as
restaurants, bars, gift shops, and hotels,
and in other legitimate businesses, such as
construction companies, oil companies,
banks, casinos, golf courses, and U.S.
securities.

Nevertheless, recent investigations have
indicated a decline of the Boryokudan’s
activities in the United States. It has been
speculated that this could be related to
Japan experiencing a long period of
economic downturn, providing an
abundance of opportunities in Japan for the
Boryokudan to take over ailing businesses
and profit from them.! Still, the
Boryokudan pose a significant threat to the
United States through their financial
resources, their ability to launder large
amounts of money, their ability to infiltrate
legitimate businesses in the United States,
and their international connections with
high-level political, financial and criminal
figures.

1 See Mary Jordan and Kevin Sullivan, A New Mob
Mentality in Japan, WASH. POST, April 11, 1999,
atAl.



116TH INTERNATIONAL TRAINING COURSE
VISITING EXPERTS' PAPERS

Although the Boryokudan groups have
formed alliances with various international
organized crime groups, such as Chinese,
Korean, Taiwanese, Russian, and Italian,
they remain the most closed ethnic crime
group. Only Japanese or Japanese-related
individuals are included in their
organizations. They have established
themselves to some extent in Hawaii and
Southern California. United States law
enforcement organizations are focusing
more attention to the Boryokudan because
they fear that the Boryokudan will become
a truly entrenched criminal organization
similar to the La Cosa Nostra crime family.
However, evidence thus far does not
indicate that they possess a substantial
threat in the U.S.

B. Russian and Other Eurasian
Organized Crime

The U.S. Justice Department uses the
terms “Russian Organized Crime” and
“Eurasian Organized Crime”
interchangeably to refer not only to
organized crime groups operating in
Russia, but also those groups operating in
or headquartered in countries in Eastern
Europe and Asia that were formerly part
of the Soviet bloc, such as Poland, Hungary,
Georgia, Armenia, Kazakhstan, Ukraine
and others. Eurasian Organized Crime has
become prominent in the West only in the
past ten years, since the collapse of the
Soviet bloc.

As | mentioned earlier, the dissolution
of the Soviet Union in 1991 led to
widespread economic upheaval across the
former Soviet bloc countries. The economy
of Russia and other former Soviet countries
shrunk drastically as unprofitable state
enterprises lost their state funding and
shut down. The considerable natural
resources of these countries became the
prizes in a fierce struggle between
competing businessmen who often allied
themselves with organized crime elements,

resulting in dozens of murders and other
crimes as the contestants vied for control.
Criminals who managed to gain access to
these resources sought to cash in on their
success, selling oil and other resources
overseas in violation of Russian laws and
concealing the profits in a series of offshore
bank accounts. Finally, the criminals
sought to use the proceeds of their crimes
to purchase real estate and other assets in
the United States and others western
countries.

At the same time the loosening of travel
restrictions from the former Soviet Union
allowed many individuals to emigrate to
the United States and other western
countries. Among these immigrants were
a few criminals who took advantage of the
new environment to set up new criminal
organizations which preyed on their fellow
immigrants. Thus, in the United States,
we have seen the growth of organized
criminal groups in places such as the
Brighton Beach neighborhood of New York,
where their members practice extortion on
local businesses and commit excise tax and
health care frauds, drug trafficking and
visa and immigration fraud. The Brighton
Beach groups show particular flexibility in
working with other established criminal
groups such as La Cosa Nostra. In one
particularly egregious example, Russian
mobsters in New Jersey combined with La
Cosa Nostra members in a scheme to cheat
state authorities of millions of dollars in
excise taxes on the sale of gasoline.

So far we have identified roughly twenty
large Russian Organized Crime groups
operating worldwide. Over the last decade,
these groups have expanded their
operations into more than 55 countries,
including the former Soviet Union, Europe
and North America. The most prominent
of these groups are:

(i) the lvankov group, also known as
the “Organizatsiya,” based in
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Vladivostok and Moscow, with
influence in New York, Miami,
Boston, and Los Angeles;

the Semion Mogilevich
Organization, based in Budapest
and Moscow and located in
Philadelphia, Miami, Los Angeles,
New York and Boston;

the Izmailovskaya Organization,
which operates in Moscow, Tel Aviv,
Paris, Toronto, Miami and New
York City; and

the Solntsevskaya Organization,
which is based in Moscow and
Budapest, and has moved into
Florida, Southern California, and
Chicago. These groups are
involved in a variety of crimes
including business frauds,
especially excise tax frauds on
gasoline, money laundering,
health care fraud, drug trafficking,
extortion and visa and
immigration fraud.

(i)

(iii)

(iv)

The transnational aspects of Eurasian
Organized Crime, as practiced by the larger
criminal groups, pose a particularly acute
threat to the societies of the West. Our law
enforcement bodies face great difficulties
in attempting to investigate large scale
financial fraud and money laundering
schemes emanating from the former Soviet
Union. Often the only part of the crime
taking place within western jurisdictions
is the movement of millions, or even
billions, of dollars through western bank
accounts. Obtaining a clear picture of the
possibly criminal activities linked to this
money requires the close cooperation of
authorities from Russia, other members of
the Commonwealth of Independent States
and many other countries. Such
cooperation is extremely difficult to obtain
in a timely manner, particularly when
many different countries are involved. As
aresult, it is often impossible to investigate
these cases as thoroughly as they deserve,
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and the criminals gain the ability to hide
and make use of their ill-gotten assets in
the west.

I don't have to tell you that it is a very
dangerous situation when organized
criminals have access to large amounts of
money in your country. In the United
States, La Cosa Nostra historically used its
control of the pension funds of certain large
labor unions to fund its criminal activities
and further the power of the Mafia,
including in the political arena. If we fail
to check the ability of these criminals to
make use of the billions of dollars they have
moved out of Russia, you will find the
influence of Eurasian Organized Crime
spreading to other sectors of the economy
and the political life of western countries.

I11. METHODS OF COMBATING
TRANSNATIONAL ORGANIZED
CRIME - DOMESTIC RESPONSES

United States international law
enforcement has increased its ability to
combat transnational criminals.
Prosecutors have worked out the
techniques for acquiring evidence from
abroad, while extradition and mutual legal
assistance treaties have proliferated and
become more inclusive.? Many domestic
legal obstacles to effective international
law enforcement have largely been reduced
or eliminated by the actions of Congress
and the federal courts. Additionally,
foreign governments and law enforcement
agencies have worked with U.S. officials
towards reducing the frictions created by
their own criminal justice systems.® While
much work remains to be done, we feel that
our law enforcement bodies are gradually
acquiring the necessary tools to do the job.

2 Ethan A. Nadelmann, Cops Across Borders: The
Internationalization of U.S. Criminal Law
Enforcement 467-468 (1993)

3 1d. at 468.
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Our fight against transnational
organized crime will, however, rely first
and foremost on the investigative
techniques and prosecutive tools developed
in our long struggles against the American
Mafia. | would therefore like to begin by
discussing with you some of the most
important law enforcement tools in our
arsenal. | will begin with three techniques
used by our investigative agencies with the
assistance and under the oversight of
prosecutors: electronic surveillance,
undercover operations and the use of
confidential informants.

A. Electronic Surveillance

Electronic Surveillance represents the
single most important law enforcement
weapon against organized crime. There is
nothing as effective as proving a crime
through the defendant’s own words.
Electronic Surveillance evidence provides
reliable, objective evidence of crimes
through the statements of the participants
themselves. Additionally, electronic
surveillance enables law enforcement to
learn of conspirators’ plans to commit
crimes before they are carried out. This
allows them to survey the criminal
activities, such as delivery of contraband
and conspiratorial meetings, or to disrupt
and abort the criminal activities where
appropriate, making electronic
surveillance particularly helpful in
preventing the occurrence of violent crimes.

Additionally, electronic surveillance is
particularly helpful in transnational
crimes because it enables law enforcement
to intercept conspirators in the United
States discussing crimes with their
criminal associates in countries outside the
United States. Electronic surveillance
gives United States law enforcement
evidence of conspiratorial planning against
co-conspirators operating outside of the
United States that would otherwise be very
difficult to obtain.

While electronic surveillance is
extremely valuable, it is also a very
sensitive technique because of legitimate
concerns for a person’s privacy interests.
These concerns impose significant
restrictions on electronic surveillance. For
example, electronic surveillance can only
be used to obtain evidence of some specific
serious offenses listed in the governing
statute.* If an agent or governing attorney
wishes to secure electronic surveillance, he
or she must submit an affidavit to a United
States district court judge containing
specific facts establishing probable cause
to believe that the subjects of the electronic
surveillance are committing certain
specified offenses and that it is likely that
relevant evidence of such crimes will be
obtained by the electronic surveillance.®
Thus, the government must receive the
approval of a neutral independent judge to
be authorized to conduct electronic
surveillance. Additionally, before electronic
surveillance is permissible, the government
must establish probable cause to believe
that other investigative techniques have
been tried and failed to obtain the sought
evidence, or establish why other
investigative techniques appear to be
unlikely to succeed if tried, or establish why
other techniques would be too dangerous
to try.

In executing the electronic surveillance,
the government must minimize the
interception of innocent conversations,
taking reasonable steps to assure that only
conversations relevant to the crime under
investigation are intercepted.® In practice,
the monitors are required to turn off
recording machines when conversations
are not discussing matters relevant to the
crimes under investigation.

4 See 18 U.S.C.A. § 2516 (West Supp. 2000).
5 See 18 U.S.C.A. § 2518 (West Supp. 2000).
6 See 18 U.S.C.A. §8 2511, 2518 (West Supp. 2000).
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Once the electronic surveillance begins,
the government must submit regular
reports to inform the court of the
information obtained through the
surveillance. In these so-called “10-day
reports” the prosecutor lists the number of
intercepted calls, the number of calls
containing criminal conversations,
summarizes of those conversations, and
describes any unusual events that
transpired in connection with the
surveillance. This constant report writing
is part of what makes electronic
surveillance so labor-intensive for the
prosecutor.

Electronic surveillance is also restricted
in terms of its duration. Court-authorized
electronic surveillance is limited to thirty
days.” This may be extended for additional
thirty-day intervals, provided that all the
requirements are met every thirty days and
approved by the judge.® Although
substantially useful in law enforcement, it
is evident that there are considerable
restrictions on electronic surveillance
designed to protect individuals’ privacy
interests.

B. Undercover Operations

As far as organized crime control goes,
undercover operations are second only to
electronic surveillance, often working
hand-in-hand with each other. An
undercover investigation may be of very
short duration, lasting only a few hours,
or may be quite lengthy, lasting a few years.
It may be directed at only a single criminal
incident, or a long term criminal enterprise.
In some instances, the undercover
operation may involve merely the purchase
of contraband, such as illegal drugs, stolen
property, or illegal firearms, or it may
involve the operation of an undercover
business, such as a tavern or other

7 See 18 U.S.C.A. § 2518 (West Supp. 2000).
8 See 18 U.S.C.A. § 2519 (West Supp. 2000).
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operation, where criminals meet and
discuss their activities with undercover
officers or informers. Through such
undercover operations, law enforcement
agents are able to infiltrate the highest
levels of organized crime groups by posing
as criminals when real criminals discuss
their plans and seek assistance in
committing crimes.

Agents often are able to gain the
confidence of criminals, inducing them to
reveal their past criminal activities as well
as plotting with the agents to engage in
additional, ongoing criminal activities. In
conjunction with electronic surveillance,
the undercover approach provides
comprehensive coverage of the targets’
daily activities. However, undercover
operations are extremely sensitive and
pose the danger of luring otherwise
innocent people into criminal activity.
Because this technique carries the
potential for problems, it requires
exceptional preparation.

For example, the physical safety of the
undercover agent must always be
considered. To prevent the premature
disclosure of his or her identity, the agent
must be provided with a fully substantiated
past history, referred to as “backstopping,”
and careful briefings of the targets’ modus
operandi. Every conceivable scenario that
may induce suspicion of, or hostility
towards the agent must be considered in
advance. Additionally, the undercover
agent must undergo careful testing, often
including psychological profiling, to ensure
that he or she possesses the intangible
qualities to ensure that he will “fit”
comfortably into the new identity.

In the United States, before an
undercover investigation may occur, the
consent of agency supervisors and
prosecutors is required. The level at which
the activity is reviewed increases as more
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sensitive circumstances are involved in the
investigation. To balance the concerns and
avoid harm to the public, the Department
of Justice has set up Undercover Review
Committees, comprising senior prosecutors
and investigators. These Undercover
Review Committees are responsible for
reviewing, approving, and controlling all
sensitive undercover operations. To be
approved, an undercover proposal must be
in writing, contain a full factual description
of the suspected criminal activity and the
participants therein, set out, in detail, the
proposed undercover scenario, the
expertise of the undercover team, the
duration of the project, the anticipated
legal issues, and it must evaluate the risk
to the agents and the public.

If the undercover activity is of relatively
short duration, such as a one time purchase
of narcotics or other contraband, a first line
investigative agency supervisor and first
line prosecutor must approve the activity
after having been advised of all the facts
of the matter. If the undercover activity is
of a longer duration, with an undercover
agent and informant engaging in what
would otherwise be ordinary violations of
the law on a repeated basis, then the
approval of a higher level supervisor, such
as a local lead investigative agent, and a
supervisory prosecutor must be informed
of all the facts and give his or her approval
to the activity. These long-term undercover
operations are essential to assist in
infiltrating organized crime groups that
continue their illegal activities over many
years. Finally, if there are sensitive
circumstances involved, such as a risk that
innocent third parties might be affected by
the activity, or there is extensive and
ongoing criminal activity of a serious
nature, then the activity must be reviewed
and approved at the headquarters of the
investigative agencies and by Washington-
based Department of Justice prosecutors.

Whenever an undercover operation
reveals that a crime of violence is about to
take place, law enforcement authorities are
required to take necessary steps to prevent
the violence from occurring. This may
include warning the potential victim,
arresting the subjects who pose a threat,
or ending the undercover operation
altogether.

C. Informants

Another critical law enforcement
technique involves the use of confidential
informants. When United States law
enforcement uses the term confidential
informant, we refer to an individual who
is not willing to testify but who provides
information or assistance to the authorities
in return for a promise that we will try to
keep his identity confidential. We cannot
absolutely guarantee such confidentiality
because in relatively rare circumstances
courts may conclude that due process, or
concerns of fundamental fairness, require
that a confidential informant’s identity be
disclosed to a defendant charged with a
crime where the informant can provide
evidence that could exculpate the
defendant. Absent such a rare case, we are
able in most cases to keep an informant’s
identity confidential.

Confidential informants are typically
motivated to provide information to the
authorities in exchange for money or
lenient treatment regarding charges
pending against them or likely to be
brought against them. In many cases
confidential informants are themselves
engaged in criminal activities which
enables them to provide valuable direct
evidence of criminal activities by their
criminal associates. Confidential
informants frequently provide the
information that enables law enforcement
officials to obtain judicial warrants
authorizing electronic surveillance. Many
successful prosecutions of the LCN
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leadership have involved information
supplied by confidential informants who
provided information for many years about
the leadership of the LCN; indeed some of
the informants have been “made members”
of the LCN. Incriminating evidence by
informants who deal directly with the LCN
leadership is simply invaluable to break
through the layers of insulation that the
leadership uses to conceal their activities.

However, there are high risks associated
with the use of informants. Sometimes,
informants do not fully disclose their own
criminal activities, or they falsely implicate
their enemies in crimes, or they engage in
unauthorized criminal activities. In that
latter respect, under United States law, law
enforcement may authorize informants to
participate in some forms of non-violent
criminal behavior that would otherwise be
illegal, if they were not acting as
informants with authority to engage in the
activities. For example, depending on the
circumstances, in order to protect an
informant’s cover and to enable him to be
in a position to obtain incriminating
evidence against others, informants may
be authorized to participate in illegal
gambling, trafficking in stolen property,
and other non-violent crimes. Therefore,
it is important for law enforcement to
closely monitor the activities of informants
to minimize the danger that the informant
would use his association with law
enforcement to shield his own
unauthorized criminal activities.

On balance, however, experience teaches
us that as a general rule, the benefits from
the use of informants greatly outweigh the
risks. But, we must be ever vigilant of the
risks.

These three techniques, electronic
surveillance, undercover operations, and
use of informants are the most important
techniques that have assisted the
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investigative agencies to combat organized
crime and transnational crimes. Next, |
will discuss the weapons available to the
federal prosecutors in the United States to
combat organized crime and transnational
crimes.

D. Racketeer Influenced and
Corrupt Organizations Statute
(RICO)

In every organized crime case, the goal
is to convict the highest levels of a crime
organization. To accomplish this,
prosecutors must be equipped with the
proper tools. One particularly valuable tool
is a law which singles out the activity of
ongoing criminal organizations. In the
United States, the most important law of
this sort is the Racketeer Influenced and
Corrupt Organizations Statute (RICO). In
general, RICO provides heavy penalties,
including life imprisonment in certain
circumstances, when a defendant conducts,
or conspires to conduct, the affairs of an
enterprise through a pattern of specified
acts, known as predicate crimes. An
enterprise can include anything from a
corporation, to a labor union, to a group of
individuals working together to commit
crime, such as the Asian and Russian
organized crime groups discussed above.

Interestingly, the RICO statute did not
actually create a new crime, as the crimes
of murder, arson, and extortion, to name a
few of the 46 predicate offenses in RICO,
were all made criminal long before RICO's
enaction in 1970. However, RICO was still
a dramatic legislative initiative because it
permitted many of these generically
different crimes to be charged in a single
indictment. After RICO, these different
crimes could even be charged in a single
count against a defendant, so long as the
crimes were part of the defendant’s pattern
of acts that related to the enterprise. In
essence, RICO made it a crime to be in the
business of being a criminal.
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RICO is particularly effective in
organized crime cases, as it allows a
prosecutor to demonstrate the full range
of criminal activity of an individual or a
group of criminals. For example, RICO has
a reach-back feature that enables a
prosecutor to show a pattern of
racketeering activity. As long as one of the
predicate crimes alleged against a
defendant occurred within the five years
of when the indictment is brought, the next
previous crime in the pattern of
racketeering need only be within ten years
of the most recent crime. Similarly, the
third most recent crime need only have
occurred within ten years of the second act.
This reach-back feature enables this
process to continue, possibly extending
twenty years or longer into the past.
Ordinarily, the evidence of past criminal
activity that may be presented under RICO
is outside the period for which a person
could be prosecuted, as indictments in the
United States generally cannot allege
crimes that occurred more than five years
prior to the date of the indictment. This
makes RICO particularly useful in
organized crime cases.

Additionally, RICO’s reach is very broad,
as the predicate crimes that qualify as
RICO predicates span all forms of criminal
actions. Without RICO, most United States
judges would prohibit the prosecution of
such diverse crimes in a single case and
would be more likely to break it up into a
series of smaller trials, especially if
numerous defendants were being charged.
Organized crime groups prefer dividing up
a prosecution because no one jury gets to
see the entire picture. Organized crime is
composed of many crimes, all linked by a
single chain-of-command to the same
enterprise. Thus, any effective prosecution
of a crime family requires proof of many
crimes in a single trial. RICO allows this,
enabling the jury to see an entire pattern
of crimes.

RICO allows the government to
prosecute criminal activity on a systematic
basis, enabling them to punish the
members of an organized crime group for
the criminal activities each has engaged in
on behalf of that group. In an ordinary
RICO prosecution, often six or more
racketeers are charged with perhaps a
dozen or more predicate crimes extending
over a decade. In each of the alleged
predicate crimes, usually only some of the
defendants are named. There have been
cases where RICO indictments have
charged several defendants with
committing over fifty offenses as part of a
pattern of racketeering activity!

Furthermore, RICO also allows the
presentation of evidence of criminal
activity that has been the subject of earlier
prosecutions. Ordinarily, this would not
be allowed in the United States because of
constitutional rules against successive
prosecutions for the same conduct.
Nevertheless, this is also permitted under
RICO. RICO has proven to be an extremely
important tool assisting in the prevention
of organized crime in the United States.

As powerful as RICO is, there were only
a few RICO prosecutions brought against
organized crime in its first fifteen years.
That was primarily because it took Federal
prosecutors that long to feel comfortable
enough with the complicated instrument
to make it the centerpiece of organized
crime prosecutions. Another reason was
that the investigative techniques necessary
to build a suitable RICO case, such as
electronic surveillance and undercover
operations, were not routinely used against
organized crime bosses in the 1970's.

Currently, it is evident that control of
organized crime in the United States would
be inconceivable without RICO. Beyond
organized crime, RICO cases have also
been brought against hundreds of police
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officers, judges, and public officials for
official misconduct, and against terrorist
groups, radical hate groups, street gangs,
stock manipulators, and drug cartels.
However, like any powerful tool, RICO has
the capability of being abused. To protect
against potential abuses, the Organized
Crime and Racketeering Section has a
special unit of attorneys who carefully
review all proposed RICO indictments for
legal and factual sufficiency. This unit
ensures that RICO is used only when it is
necessary, disapproving of a RICO charge
when less powerful statutes would be just
as effective.

E. Organized Crime Strike Force
Units

As | previously stated, the LCN is the
number one organized crime problem in the
United States. The LCN is an extensive
nationwide criminal organization.
Therefore, it was essential to attack the
LCN and other organized crime groups
through a closely coordinated nationwide
effort. However, law enforcement is very
fragmented and decentralized in the
United States. The United States
Department of Justice at the federal level
is divided into 94 different United States
Attorneys offices throughout the country
that operate with considerable
independence of the main Justice
Department located in Washington, DC. In
addition, there are literally hundreds,
perhaps over 1,000 state, county and city
prosecutors’ offices and police departments
that have criminal jurisdictions that are
totally independent of the federal
Department of Justice. This fragmented
prosecutorial authority makes nationwide
coordination difficult. These difficulties are
made even greater when you factor in the
large territorial size of the United States
and its relatively large population of over
260 million people.
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To improve coordination of federal efforts
to attack organized crime, in the late 1960s
the Department of Justice created 24
specialized prosecutive units called
Organized Crime Strike Forces located in
the cities where the 24 LCN families were
most active. These Strike Force Units were
staffed by career prosecutors who were
experienced in electronic surveillance,
undercover operations, and long term
proactive investigations. Moreover, these
prosecutors are only allowed to work on
organized crime matters. To assure that
they work only on organized crime matters
and to assure that the Strike Force cases
are properly coordinated from a national
perspective, supervising prosecutors in
Washington, DC must approve every
investigation, every indictment, every
wiretap and every other principal activity
that each Strike Force Unit undertakes.
Through such oversight, the supervising
attorneys in Washington, DC are able to
maintain the focus of efforts against
organized crime groups and to see to it that
relevant information developed by one
Strike Force office gets to another office in
another part of the country that may need
it.

Moreover, because the supervisors in
Washington, DC, are aware of all LCN
investigations and prosecutions in the
United States, they are able to reduce
duplication of efforts and coordinate
investigations and prosecutions conducted
by more than one office.

The creation of these Strike Force Units
proved to be invaluable. Over the past 25
years, the vast majority of all the major
convictions of LCN bosses and members
were obtained by these Strike Force Units.
Although the LCN remains strong in the
metropolitan New York City area where
roughly 80% of the LCN members operate,
the LCN has been substantially weakened
in other parts of the United States -
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particularly in San Francisco, Los Angeles,
Kansas City, Milwaukee, St. Louis, and
other cities.

Although the Strike Force Units were
initially created to combat the LCN, their
mission was expanded in 1990 to combat
Asian and Russian organized crime groups.
In 1990, the Attorney General of the United
States adopted a national strategy to
coordinate the federal attack against then
newly emerging organized crime groups
operating in the United States. The Strike
Force approach became the centerpiece of
that national strategy since it had been so
successful against the LCN. The Strike
Force Units were well equipped to handle
the new challenges because of their
experience, and also because the Strike
Force Units were already located in the
cities where the Russian and Asian
organized crime groups were most active.
Not surprisingly, the Russian and Asian
organized crime groups are active in the
same large cities as the LCN.

To implement this national strategy, the
Attorney General created the Attorney
General’s Organized Crime Council, the
members of which are the heads of the
Federal Bureau of Investigation, the Drug
Enforcement Administration (DEA), the
Division of Enforcement of the Securities
and Exchange Commission, the Secret
Service, the Marshals Service, the Customs
Service, the Postal Inspectors, and the
Internal Revenue Service. The Council
meets as necessary to set the official
priorities of the Federal Government's
organized crime programme, which
currently are LCN, Asian, and Russian
organized crime. In order to set these
priorities, each agency and the country’s
94 top Federal prosecutors (called United
States Attorneys) are required each year
to file written plans assessing the problems
posed by organized crime groups in their
districts and for attacking organized crime

groups in their districts. The Department
of Justice’s Organized Crime and
Racketeering Section then reports its
analyses of these plans to the Council. The
most important feature of this system is
control: It obligates the regional
prosecutors and agents to keep constant
pressure on La Cosa Nostra and Asian and
Russian crime groups, and prevent them
from succumbing to periodic temptations
to assign prosecutors and agents to non-
organized crime cases.

Implementing this national strategy has
enabled the Federal Government to
coordinate its nationwide efforts against
organized crime groups and to keep the
pressure on them to prevent them from
expanding their corrupt influences on
society.

F. Immunity System

Another valuable tool used by
prosecutors in organized crime cases is the
power to grant immunity under certain
conditions in return for a witness’s
testimony. Every individual in our country
has a right under Fifth Amendment of our
constitution to refuse to testify against
himself. The immunity system allows the
government to force an individual to testify
in return for a promise that the testimony
may not be used against the witness in any
subsequent criminal case.®

Until 1970, there were numerous federal
immunity statutes providing transactional
immunity, protecting people testifying
under these laws against prosecution or
penalty on account of any transaction,
matter, or thing relating to their testimony
or production of evidence. Therefore, under
transactional immunity, the witness
received immunization from a subsequent

9 See 18 U.S.C.A § 6002 (West Supp. 2000); Kastigar
v. United States, 406 U.S. 441 (1972).
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prosecution as to any matters about which
he or she testified.

Today, however, transactional immunity
no longer exists in the federal system. It
was replaced by what is referred to as “use
immunity.”° In 1970, the United States
Congress enacted the so-called “use
immunity” statutes that explicitly
proscribe the use in any criminal case of
testimony compelled under the order
granting immunity. In essence, use
immunity only provides that the witness’
testimony itself will not be used against
him or her; he or she may still be
prosecuted using other evidence. Although
use immunity is not considered as broad a
protection to the individual as
transactional immunity, it is nevertheless
consistent with the proscriptions of the
Fifth Amendment because it “prohibits the
prosecutorial authorities from using the
compelled testimony in any respect, and it
therefore insures that the testimony cannot
lead to the infliction of criminal penalties
on the witness.”!

The United States attorney, with the
approval of the Attorney General, the
Deputy Attorney General, or a designated
assistant attorney general is empowered
to seek a court order granting use
immunity when, in the judgment of the
government, the testimony or other
information is necessary to the public
interest and the individual has asserted or
is likely to assert his or her privilege
against self-incrimination. In 1999, the
Department of Justice authorized 2,059
requests for witness immunity, and 1,444
of those requests were granted to the
Criminal Division.

10 See: 18 U.S.C.A §8 6001, 6002, 6003 (West Supp.
2000); Kastigar v. United States, 406 U.S. 441
(1972).

11 See: Kastigar, 406 U.S. at 453.
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In addition to the Immunity system,
there is also the “Crown Witness” system
which, although it is not codified in the
United States Code, is a widespread and
approved practice in obtaining witnesses.
Under the “Crown Witness” system, there
are two types of agreements that the
United States can enter into with
witnesses, non-prosecution agreements
and cooperation agreements.

Non-prosecution agreements, are mainly
used for situations where a witness’s
involvement in a criminal act is minimal.?
These agreements grant immunity from
prosecution in connection with that case
in return for full, truthful cooperation.
Although non-prosecution agreements are
available, they are rarely used.

Cooperation agreements, on the other
hand, are the most commonly used
instrument to compel testimony. These
agreements require the defendant to incur
some type of liability for his or her criminal
conduct. In a cooperation agreement, the
defendant agrees to plead guilty to certain
agreed-upon charges, to fully and
truthfully cooperate with prosecution, and
to testify in any court proceeding
concerning all matters asked of him or her.
In exchange for the defendant’'s
cooperation, the government agrees to file
a motion pursuant to Federal Sentencing
Guideline 8 5K1.1.1® This motion gives a
judge discretion with respect to the
defendant’s sentence, something he or she
ordinarily would not possess. Upon receipt
of such a motion, the sentencing judge will
usually decide to reduce the sentence. This
creates a powerful incentive for
cooperation, and is a particularly valuable
tool in the prosecution of organized crime

12Us Dep’t of Justice, United States Attorney’s
Manual, ch.9, § 27.600(B)(1)(c) (1997).
13 Us sentencing Guidelines Manual, § 5K1.1 (1998).
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groups.

G. Witness Protection Programs

Another valuable asset that aids the
prosecution of organized crime groups is
the federal Witness Security Programme.
Because of the often violent nature of
organized crime, witness intimidation can
be a significant obstacle in the way of a
successful prosecution. To address that
problem, the Department of Justice created
the Federal Witness Security Programme
in 1970. Requests for protection of
witnesses must be made as soon as it is
known that the Witness Security
Programme candidate will be a significant
and essential witness, and will need
relocation due to proximity to a “danger
area.” Naturally, because of the security
concerns regarding the witness and his or
her family, a witness's pending and actual
participation in the Programme is not
disclosed unless under the authorization
of the Office of Enforcement Operations
(OEO). This allows the United States
Marshals Service (USMS) time to conduct
preliminary interviews, psychological
testing, and appropriate review, thereby
minimizing the disruption to both the
witness and the concerned government
agencies.

A witness is admitted into the
Programme when he or she is able to
supply significant evidence in important
cases, and there is a perceived threat to
his or her security. Once in the programme,
the witness and his or her family are given
new identities, relocated to another part
of the United States where the danger to
their security is decreased, and are given
financial assistance until the witness is
able to secure employment.

The Witness Security Programme is very
costly. Since the beginning of the
Programme, over 6,800 witnesses have
been admitted, along with an additional

roughly 9,000 family members. The
average cost is $75,000 per witness, per
year, and $125,000 per family, per year.
Despite these numbers, the results derived
from the Programme have made it worth
the cost. Since its inception in 1970, over
10,000 defendants have been convicted
through the testimony of witnesses in the
Programme.

The vast majority of protected witnesses,
about 97 percent, have criminal records.
However, the recidivist rate for witnesses
in the programme is 21 percent, which is
half the rate of those released from prison
in the United States. Overall, the Witness
Security Programme has proven to be
extremely beneficial and effective in the
prosecution against organized crime
groups.

H. Forfeiture

It cannot be overstated that making
money is the primary goal of organized
crime and transnational criminal activities.
Therefore, it is imperative to take the profit
out of crime. Strong forfeiture laws do just
that. Forfeiture is a criminal penalty for
many offenses in the United States.
Generally speaking, upon conviction for an
offense that carries forfeiture as a penalty,
a defendant may be ordered to forfeit all
profits or proceeds derived from the
criminal activity, any property, real or
personnel, involved in the offense, or
property traceable to the offense such as
property acquired with proceeds of criminal
activity. For example, if a defendant uses
a residence or car to distribute drugs, that
property is subject to forfeiture. Thus, a
convicted defendant may be ordered to
forfeit all proceeds of his criminal activity
including money and other forms of
property.

In addition to criminal forfeiture, civil

forfeiture laws also allow the government
to obtain property used in criminal
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activities. The principal difference between
criminal and civil forfeiture is that criminal
forfeiture is limited to a convicted
defendant’s personal interest in property
subject to forfeiture, whereas civil
forfeiture focuses on the property itself.

For example, suppose a defendant
repeatedly used a house to sell drugs, but
he did not have an ownership interest in
the house. If he is convicted of drug
dealing, that house is not subject to
criminal forfeiture because the defendant
did not own the house. However, a civil
forfeiture law suit could be brought against
the house itself as a defendant, even if the
owner of the house was not engaged in
criminal activity. The house, nonetheless,
is subject to civil forfeiture because it was
repeatedly used to facilitate criminal
activities, and the owner did not take
adequate steps to prevent his house from
being used for criminal activities.

There are various defenses to such civil
forfeiture, such as the “innocent owner
defense”, but | do not want to digress into
the complexity of United States forfeiture
law. To some extent | have generalized and
oversimplified United States forfeiture law
which is complex so as not to detract our
attention from the main point | am trying
to make. That is, that criminal and civil
forfeiture laws are powerful weapons in the
prosecutors’ arsenal to take the profit out
of crime.

I. Money Laundering

Strong money laundering laws go hand-
in-hand with forfeiture laws as powerful
weapons against criminal activities. Under
United States money laundering laws, it
is a crime to knowingly conduct a financial
transaction with the proceeds of certain
specified unlawful activity set forth in the
statute with either the intent to promote
the specified unlawful activity or with the
intent to conceal the specified unlawful
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activity. The term transaction is broadly
defined to include “a purchase, sale, loan,
pledge, gift, transfer, delivery, or other
disposition” and “with respect to a financial
institution includes a deposit, withdrawal,
transfer between accounts, exchange of
currency, loan, extension of credit,
purchase or sale of any stock, bond,
certificate of deposit, or other monetary
instrument, use of a safe deposit box, or
any other payment, transfer, or delivery by,
through, or to a financial institution, by
whatever means effected.”

As you can see, the money laundering
statute covers nearly every imaginable type
of transaction. Moreover, the penalties for
money laundering include forfeiture which
greatly enhances law enforcement’s efforts
to take to profit out of crime.

For example, in one recent case in
Boston, defendants were convicted of
laundering $136 million in drug proceeds
for Colombian drug traffickers. The
defendants received the cash drug
proceeds, and used it to buy money orders,
cashiers’ checks, or gold to conceal the
illegal source of the cash; this constituted
money laundering. The defendants argued
that they should only be required to forfeit
the 5% laundering fee (or roughly $7
million) that they charged the drug
traffickers since the $136 million belonged
to the drug traffickers. The court rejected
this argument and held that the
defendants were liable for forfeiture of the
entire $136 million that they laundered.

Other examples of money laundering
illustrate the breadth of the statute. For
example, proceeds of fraud that are
deposited in bank accounts or other
financial institutions which is commingled
with legitimate money in accounts under
the names of nominees constitutes money
laundering subjecting, under some
circumstances, the entire amounts in the
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accounts to forfeiture, including the money
obtained legally as well as the crime
proceeds.

In many cases, not just organized crime
cases, money laundering violations coupled
with forfeiture have proven to be powerful
weapons to take the profit out of crime.

J. Sentences

Finally, 1 would like to briefly discuss
United States sentencing laws. Fair
punishment upon conviction is obviously
the ultimate goal of all prosecutions.
Perhaps most important is the protection
afforded by incapacitating the convicted
criminal through incarceration. To be sure,
imprisonment substantially reduces, but
does not totally eliminate, opportunities for
criminals to continue their illegal activities.

In 1987, the United States Federal
Government adopted a comprehensive
change in its sentencing laws to make
punishment more definite and more
uniform throughout the federal system.
First, federal parole was abolished.
Therefore, a sentence of 10 years in jail
means a defendant will not be paroled at a
shorter time and the defendant will
actually serve 10 years in jail, with some
modest reduction for good time behavior
while in jail. Other changes involved
substantial restrictions on the discretion
of judges in imposing sentences. Pursuant
to the changes, sentences are now
determined by application of a complex
numerical weighing system. Under the
formula, specific numbers are assigned to
relevant factors such as the type of offense,
the nature of the underlying
circumstances, the defendant’s role in the
offense and the defendant’s criminal
history. The numbers are added up and
the defendant is generally sentenced to a
guideline range according to the resulting
number. Again, I am oversimplifying
complex legal provisions.

Most prosecutors and police in the
United States would argue that the longer
prison sentences under the Federal
Sentencing Guidelines and similar state
guidelines are in part responsible for the
large decrease in the rate of serious crime
in the United States over the last ten years.
Others may take the contrary view and
point to some cases in which the
Guidelines, and the mandatory minimum
sentences associated with certain drug
crimes, lead to harsh results in individual
cases. | take no view on this debate, except
to argue that for the most serious criminals,
especially high-ranking members of
organized crime groups, the Guidelines and
mandatory minimum sentences have
ensured that the most serious criminal
conduct will be matched with a serious
punishment. The certainty of long
sentences for criminal convictions also
tends to convince defendants that they
would be better served by cooperating with
the Government and testifying against
their bosses, rather than hope that a judge
will be swayed by their lawyers’ arguments
into giving them a light sentence. In this
way the Guidelines help our cases by
making it more likely that defendants will
choose to “flip” and testify for our side.

IV. METHODS FOR COMBATING
TRANSNATIONAL ORGANIZED
CRIME - INTERNATIONAL
RESPONSES

I would now like to turn my discussion
from the principal aspects of the United
States domestic responses to transnational
crimes and organized crime to what we are
doing together with other countries in the
international arena to combat such
criminal activities.

A. Extradition

It is imperative that international
criminals be denied a safe haven.
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International extradition treaties remain
the most effective legal mechanism to
obtain the return of international fugitives.
In 1990, the United States sought the
extradition of 1,672 accused or convicted
criminals. By 1996, that number had
jumped to more than 2,894, including
numerous fugitives wanted for murder,
major drug trafficking offenses, money
laundering, multi-million dollar financial
scams, and other serious crimes committed
against the United States.

The United States is currently party to
over 110 such extradition treaties. The
United States Departments of State and
Justice, with appropriate input from other
law enforcement agencies, are involved in
an active programme to negotiate modern
treaties in order to replace old, outdated
instruments, to create extradition treaties
where none previously existed, and to
ensure that new crimes are covered by
extradition treaties. We encourage the
international community to work together
to deny safe havens to international
criminals through procedures consistent
with domestic and international law.

B. Mutual Legal Assistance Treaties
(MLATS)

In light of the international nature of
transnational and organized crime
activities, it is also essential to be able to
obtain, in a timely way, the testimony of
witnesses, bank records, other financial
records and other evidence from foreign
countries, and in some cases from several
different countries, and for the United
States to give similar assistance to other
countries. Therefore, Mutual Legal
Assistance Treaties have become important
tools to address international criminal
activities.

Barely 20 years ago, the United States

entered into its first MLAT. Today, there
are the United States has MLATs with 36
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countries. These MLATSs are invaluable in
setting out clear procedures by which
prosecutors can gain evidence from other
countries. However, MLATSs do not execute
themselves. In some ways the MLAT is
only the first step. Prosecutors in both
countries have to work hard to prepare
requests that will be understood by the
receiving country, and have to work equally
hard in preparing responses to incoming
requests that will be useful to the
requesting country.

In the United States Department of
Justice, the Office of International Affairs
is responsible for coordinating both
incoming and outgoing requests for legal
assistance with other countries. The
Office’s attorneys become experts in the law
of their assigned countries and are able to
provide assistance and advice both to US
prosecutors seeking evidence from abroad
as well as foreign countries seeking
evidence from the United States. They
confront all manner of problems and
misunderstandings that arise between
different legal systems, where even similar
terms like “judge” and “indictment” have
very different legal meanings and effects.
In the years to come, the Office of
International Affairs and its counterparts
in other countries will be called upon to
play a larger and larger role in our
organized crime investigations.

Even where there is no MLAT in force,
the United States is hopeful that law
enforcement agencies will be able to
exchange information and provide mutual
assistance in ways that are fully consistent
with the laws of the countries involved.
Such cooperation is essential to effectively
combat the international criminal
activities of sophisticated criminals who
seek to exploit the difficulties inherent in
international investigations.
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C. Expanding the Presence of
United States Law Enforcement
Agents Abroad

Tough United States laws that protect

United States citizens and interests abroad
will be of little value if the United States
does not establish an investigative and law
enforcement infrastructure to pursue
violations of these laws. United States law
enforcement officials stationed abroad
work shoulder to shoulder with their
foreign counterparts to investigate crimes
against United States nationals committed
overseas. Where offenders are identified,
these officials also work to locate,
apprehend, and return the perpetrators of
such crimes through extradition, expulsion
or other lawful means. They also facilitate
the arrest and extradition of international
fugitives located in the United States and
wanted abroad.

The United States would like to expand
its law enforcement presence in other
countries to work with the host countries
to respond to this growing need. For
example, the FBI currently has FBI offices
in 44 other countries and is looking to
expand further. Similar expansions are
being planned by the Customs Service and
Drug Enforcement Administration. These
expansions will bolster United States law
enforcement abilities to arrest and punish
fugitives who have committed crimes
against the United States, to dismantle
international organized crime rings, and
to strengthen law enforcement and judicial
systems around the globe. | have been
fortunate enough to work with FBI Legal
Attaches in many foreign countries, and |
have found their advice to be absolutely
essential to our work. | strongly encourage
prosecutors and police officials of every
country to make and maintain close contact
with the nearest FBI Legal Attache if you
have any kind of investigation that touches
both your country and the United States,
or if you want any kind of investigative

assistance from the United States.

One particularly bold step taken earlier
this year was the creation of a joint FBI-
Hungarian National Police Unit based in
Budapest that investigates organized crime
cases. This advance was made possible
because the Hungarian government
recognized that transnational organized
criminals based in Budapest were
committing crimes that affected many
different countries, including the United
States. The Hungarians and the
Americans agreed that a joint police unit
would be better able to pursue
transnational investigations that would
result in prosecutions in Hungarian or
American courts. This unit has already
made a big difference in the operating
environment for criminals in Budapest,
and we are open to considering similar
initiatives with other countries.

To complement the increasing number
of United States law enforcement
personnel overseas, mutual legal
assistance is greatly enhanced by the
Department of Justice's cadre of overseas
attorneys. Their role includes facilitating
requests for extradition and mutual legal
assistance, providing substantive legal
guidance on international law enforcement
and treaty matters, and increasing
cooperation between United States and
foreign prosecutors. Currently, the
Department of Justice has prosecutors in
Brussels, Mexico City, Paris, London,
Geneva, and Rome. This summer we also
had a prosecutor stationed in our embassy
in Moscow, a position that we hope to make
permanent. These attorneys do work
similar to that of their Office of
International Affairs colleagues in
Washington, D.C., but are even more
effective because they are on the spot. They
have also proved vital for building the long-
term working relationships that we hope
to establish with our overseas colleagues.
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If it were not for budget constraints, |
would gladly see these positions expanded
to a dozen other countries.

V. CONCLUSION

Transnational organized crime is a
rapidly growing problem. The criminals
have showed that they can adapt instantly
to new technologies, to exploiting
opportunities created by the increasing
globalization of the world’s economies.
They know how to use borders to their best
advantage to protect themselves, but do not
let problems of national sovereignty,
ethnicity, or language get in their way when
they see an illegal way to make money. We
members of law enforcement, by contrast,
must obey not only our own rules, with all
their technicalities, but must scrupulously
obey each others’ rules whenever we
venture into another country. In the
eternal battle between policeman and
crook, the criminals threaten today as
never before to gain the upper hand on a
global scale.

The measures which | have outlined
above are at most partial solutions. They
will have at best only a limited effect until
we undergo a more fundamental shift in
our attitudes toward the difficult and
frustrating process of international
investigations. We all have heavy demands
on our time, more cases than we know what
to do with, and many leads to follow which
will always seem more promising or more
urgent than a foreign bank account
number, or a telephone call by a criminal
that goes overseas. These foreign leads,
we feel, are unlikely to amount to anything,
and even if they did lead to a case it would
be a long and difficult one. My argument
to you today is that we have to overcome
this reluctance, we have to be willing to
take the plunge and reach out for a foreign
colleague who may be looking at the other
end of the same case that you are puzzling
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over. It is only when we learn to work
effectively across borders that we will be
able to mount an effective attack on
transnational organized crime.



TRANSNATIONAL ORGANIZED CRIME AND THE
COUNTERMEASURES IN KOREA

Yong Kwan Park *

I. CHARACTERISTICS AND
HISTORY OF ORGANIZED CRIMES
IN KOREA

Korea has a unique history concerning
organized crime. As mordernization of
Korea began in 1800s, Korea's population
increased dramatically and concentrated to
urban cities. On the other hand, there were
not enough job opportunities for the
increasing number of young people. Young
men who had the energy to work, but who
could not find jobs, banded together and
idled about city streets. They worked at
places like bars, gambling houses and
construction sites, and some of them
earned easy money by getting involved in
small but lucrative businesses. Some
called them ‘Keondal’, it mens scamps or
libertine. The terms Keondal scamp and
libertine did not have only bad meanings.
Actually, they were not considered as
criminals or criminal groups. They had
conflicts over some lucrative businesses,
but did not cause major harm or damage
to ordinary citizens. They honored loyalty
and faithfulness, and they would
sometimes help the weak and the poor.

Even now, the lives of scamps are an
attractive source of movies, which picture
them as heroic or romantic. Young men
who are not satisfied with their jobs are
admiring the lives of scamps. Movies and
TV dramas featuring the lives of scamps
are sometimes very popular with viewers.
Many people were surprised when in a
recent survey, some teenagers said that

* Director, 1st Prosecution Division, Prosecution
Bureau, Ministry of Justice, Republic of Korea

they wish to be scamps or libertines when
they grow up. Similarly, in Japan,
organizations like the Yakuza were
considered by some as groups of people who
know what loyalty really is.

Korean scamps did not use weapons to
fight. They used their bodies, their hands,
feet and heads. Naturally, their fights
rarely resulted in deaths or severe injuries.
This owes much to the Korean tradition in
which civilians were prohibited from
arming themselves. In today’s Korea, arms
such as guns and swords are still strictly
restricted and controlled. Carrying a gun
or a long knife or sword constitutes an
offense in itself.

But, as Korea became more
industrialized and urbanized, Korean
scamps began to change as well. In the
1960’s when Korea was undergoing
modernization processes, organized crime
groups emerged as an influential power in
entertainment districts. They soon became
associated with some politicians. They
guarded the politicians from danger, and
interrupted the political rallies of
competing politicians by using violence.
These groups were the so-called political
gangs or henchmen.

The military regime which was
established in 1960 accused these crime
groups as being mainly responsible for the
social disorder. The military government
arrested 13,000 members of such crime
groups.

Korean criminal groups, up until this
point, were merely groups of scamps who
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did not use arms. Moreover, the Korean
military government conducted raids on
these crime groups, pointing them out as a
social evil. As the result of such raids, the
crime groups almost vanished in this
period.

Things began to change in the 1970’s,
as crime groups armed with Japanese
knives and iron bars dominated the busy
streets of the Myongdong area in downtown
Seoul. They were no longer the romantic
libertines of old times, but were vicious
crime groups, formed with the aim of
obtaining illegal profits by using violence.

It is from this point that Korean crime
groups were organized in the form of
families. Families had fights with each
other, which often involved cruel Kkillings
and murders. As time went on, these
families became bigger, and developed into
large businesses.

In the 1980’s, when Korea made
economic progress and became more open
to foreign countries, organized crime
groups developed into nationwide
organizations, and some of them even
extended their activities to foreign
countries, by associating with crime groups
in Japan and the United States. These
crime groups in Japan and the US were
mostly groups formed by ethnic Koreans
living in those countries.

On October 13, 1990, the Korean
government declared “the war against
crime”, and initiated comprehensive raids
on various crimes, including organized
crimes. The arrested members of crime
groups were punished for forming or
joining criminal organizations. At this
time, the Korean government started a new
supervision programme for professional
criminals. Under this programme,
criminals were subjected to care and
custody for on additional seven to ten years
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at rehabilitation facilities, after serving the
imposed sentence of imprisonment. As the
result of the raids, most of the leaders of
the major families were arrested and some
of them fled to foreign countries.

In the early 1990’s, in Korea, habitual
pickpockets were subjected to harsh
punishment, and were made to serve
additional terms of care and custody after
finishing their sentence in prison. To evade
such harsh punishment, they fled to nearby
Japan, and continued to commit crimes
there.

In 1993, | dealt with mutual legal
assistance affairs while | worked at the
Korean Embassy in Tokyo. At that time,
Korean pickpockets traveling to Japan to
commit crimes became a hot issue. At the
assistance of the International Division of
the Japanese Justice Ministry, | obtained
investigative materials for the Korean
pickpockets arrested in Tokyo and other
Japanese cities, and forwarded them to
Korean prosecutorial authorities (100 such
persons were arrested in Japan.) Korean
prosecutors started investigations based on
the provided materials, and arrested and
punished those pickpockets in Korea
according to Korean criminal law (the
Korean Criminal Code provides that if a
person has already been punished in a
foreign country for a crime, that person can
be also punished for that crime in Korea
by Korean law. In such cases, the
punishment in Korea may be mitigated or
remitted. The specific article for this
provision is Article 7 of the Korean
Criminal Code). Korean pickpockets
traveling to Japan began to realize that
even if they are not arrested in Japan, they
could be arrested in Korea when they go
back home, and would be punished severely
under Korean law. Accordingly, Korean
pickpockets vanished from Japanese
streets.
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Il. RECENT TRENDS IN KOREAN
ORGANIZED CRIME

A. Overview

Security and order is fairly well
maintained on the streets of Korea. You
can walk the Korean streets at night with
a sense of safety. Korea's traditional policy
strictly prohibited civilians from carrying
guns, swords, gunpowder, gas jet guns and
bows and arrows. To possess guns or other
weapons for the purpose of hunting or for
other sports, it is necessary to obtain police
authorization. For this reason, we have
rarely seen such incidents in Korea where
criminals fire at people on the streets, or
criminal groups fight with each other with
guns and knives.

The Korean prosecutorial authorit not
only initiates investigations on its own, but
also supervises investigations initiated by
the police. The prosecutors have exclusive
authority to investigate and prosecute all
kinds of offenses. To efficiently deal with
organized crime, the Supreme Prosecutor’s
Office established the Violent Crime
Department within itself and within major
prosecutor’s offices, thereby establishing a
nationwide chain for the investigation of
organized crime.

The continual and strenuous efforts of
the Korean prosecutors to combat
organized crime has made substantial
achievements. The Violent Crime
Department at the Supreme Prosecutor’s
Office has collected comprehensive
information about most criminal
organizations in Korea, and has grasped
the overall picture of such criminal
organizations.

The Violent Crime Department
evaluates whether the prosecutorial
authority has been doing a good job in
suppressing organized crimes, with a
relatively small number of officials (there

are about 114 prosecutors in Korea who are
entirely responsible for investigating
violent crimes).

However, the situation took a bad turn
in the late 1990's. The former bosses and
leading members of crime groups who had
been arrested during “the war against
crime”, completed serving their sentences
and were released from prison. Recently,
criminal families of the past have been
reestablished and many new ones have
emerged in major cities. Moreover, the
members of the new criminal families are
mainly composed of teenagers.

As of January 2000, the prosecutor’s
offices have estimated that there are 11,500
members in 404 families or groups. We
keep special surveillance on 647 members
in 117 families or groups. According to the
analysis of the prosecutor’s offices, during
the period between 1998 and 1999, the
average number of members in one
criminal organization was 35. The number
of members of each criminal organization
ranged from the minimum of 10 members
and the maximum of 88.

B. Transnational Organized Crime
in Korea

In the 1990'’s, the cold war came to an
end and Korea became more open and
internationalized. With the economic
growth and globalization trend, organized
crimes in Korea are becoming larger in
scale and wider in the field of operation.
In the past, groups were primarily involved
in violent crimes such as blackmailing bars
and stores in entertainment districts, using
violence and threat. Recently, they are
engaging in any business, if it is profitable,
regardless of whether it is legal or illegal.

Businesses that are usually operated by
criminal organizations are: drug
trafficking, prostitution, gambling,
smuggling of persons, entertainment
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businesses, underground financial
businesses like private loan businesses and
credit card discounts, construction
contracts, real estate dealings, fraud such
as counterfeiting credit cards, waste
disposal, smuggling, insurance fraud, and
the export of used cars. These are
businesses that make big money very
easily.

Criminal organizations accumulate
funds through these businesses and invest
these funds into lawful businesses.
Eventually, it becomes more and more
difficult to distinguish between the
businesses of criminal organizations and
businesses operated by other legitimate
entities. Members of criminal
organizations are transforming into
businessmen with smart appearance and
ability.

As the passage of persons and trade with
China and Russia has become freer,
criminal organizations are engaged in the
export of labor and the smuggling of
persons. In addition, the export of used
cars to these countries is increasing. Car
theft is dramatically increasing in Korea
and it is believed that a great number of
stolen cars are being exported to foreign
countries by criminal organizations. In
July of this year, a criminal organization
was prosecuted for stealing new and
expensive vehicles and dump trucks, and
exporting these stolen vehicles to China,
Russia and South East Asia. In August,
11 organized crime members were arrested
for stealing about 700 motocycles which
were exported to South East Asia.

Meanwhile, Russian Mafia, Chinese
Triads and Japanese Yakuza are trying to
extend their businesses in Korea, taking
advantage of the reform and liberalization
policy in Russia and China. There are some
reported cases where those foreign
organizations are involved in drug
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trafficking in connection with Korean
criminal organizations.

Japanese Yakuza, Thai Kunsa and
Colombian drug cartels are trading large
portions of drugs such as
methamphetamine, cocaine, heroin, etc
(with Korean criminal organizations). One
of the facts that we should take notice of is
that a triangle of methamphetamine
manufacture and sales has been
established in this part of the world.

Korean manufacturers are making large
guantities of methamphetamine in Taiwan,
China and South East Asia, with the funds
provided by Japanese criminal
organizations. They then bring the
products into Japan and Korea for sale.
Also, there are suspicions that
methamphetamine produced in North
Korea is being brought into Japan and
Korea through China or sea routes.

C. Cases in Korea
1. Crime Related to Drugs

Before the 1990’s, most drugs produced
in Korea were smuggled into other
countries such as Japan or sometimes the
US, due to the severe punishments and
social stigma attached to drug use in Korea.
Recently, however, there has been an
increasing consumption of drugs in Korea.
For instance, the number of drug users
increased by 26.8% from 8,350 in 1998 to
10,589 in 1999.

Provoked by the government'’s strong
control over drug production and the rise
of drug production costs, Korean criminal
organizations have moved drug factories to
other countries, for instance, Taiwan and
China. Korean criminal organizations
have kept increasing their influence on
drug businesses in Asia. However Korea
is now a drug transit country to Japan and
other countries. Some drug crime cases
related to transnational criminal
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organizations which were successfully
prosecuted by Korean prosecutors are:

(i)  In November 1994, 300 kilograms
of the raw material of
methamphetamine - hydrochloric
ephedrine - were smuggled out of
China into Korea by a Korean gang
member. The raw material was
brought into Pusan, Korea through
a sea route.

In July 1995, the United States
drug control agency informed the
Korean prosecutor’s office that
6,000 kilograms of hashish
produced in Uganda was shipped
and being delivered to the seaport
of Pusan, Korea, via Singapore and
Taiwan. All of the shipped hashish
was confiscated.

In October 1995, the head member
of a Japanese organization
contracted the manufacture of 6
kilograms of methamphetamine
with a Korean manufacturer who
was staying in China. Both of
them were arrested in Korea.

In May 1997, members of the Thai
drug organization “Kunsa”
smuggled 500 grams of heroin into
Korea and attempted to sell it.

(v) In October 1998, a housekeeper
working at a foreign embassy in
Korea was arrested for smuggling
60 kilograms of heroin from the
Philippines into Korea and
forwarding it to the United States.
In April 1999, a Korean criminal
organization (Shinsangsapa) and a
Japanese organization (Sumiyosi
kumi) bought 100 kilograms of
methamphetamine from North
Korea and smuggled it into Japan.
In September 1999, a member of a
Colombian drug cartel and a
businessman of a Korean trading
company smuggled 22 tons of
potassium permanganate, raw
material of cocaine, into Colombia.

(i)

(iii)

(iv)

(vi)

(vii)

2. Trafficking in Human Beings
Russian and Korean-Chinese criminal

organizations are involved in trafficking
women and migrant workers. The Russian
Mafia provides job opportunities as
entertainers to young Russian women and
assists them in obtaining Korean tourist
visas. In this process, the Russian Mafia
receives commissions from the applicants.
The women who apply are sent to Korea to
work in entertainment businesses as
dancers or bar maids (so-called
“hostesses”). They usually end up as
prostitutes.

If we look at their former occupations,
1,133 had been students, 430 had been
clerks and 1,703 had been unemployed.
Twenty-nine percent were in their twenties
or thirties. Despite the fact that there are
not enough employment opportunities for
young foreign women in Korea, many
young Russian females came to Korea last
year. From this fact, we can speculate that
many of them have illegal jobs in Korea
and consequently involve themselves in
prostitution. In December 1999, the
Russian “Sakhalin” Mafia supplied 60
Russian prostitutes to some underground
prostitution businesses in Korea.

Regarding labor migrations, Korean-
Chinese criminal organizations are
involved in illegal job placements in Korea.
According to research on migrant workers
in Korea, there were 139,480 illegal
residents in 1997. Among them, 17,368
were either Chinese or Korean-Chinese
workers. In order to procure jobs in Korea,
they spend, on average, their annual
income as commissions to labor-exporting
agencies in China. The Korean law
enforcement authorities presume that
some of those labor-exporting agencies are
managed by Korean-Chinese criminal
organizations.
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3. Money laundering
Money laundering by transnational

criminal organizations is not widespread
in Korea. There are about eight to nine
money laundering cases every year.
According to research on the annual
estimate of the money laundered, the
minimum is US $450 million, and the
maximum is US $1.4 billion. Most money
laundering cases in Korea were committed
by self-employed business owners and/or
business managers. Only a few money
laundering cases were associated with
transnational organizations, there include:

(i) In September 1995, a Korean
criminal organization established
a shell company dealing with
jewelry and gold. Through this
company, the organization
smuggled 2.6 tons of gold into
Korea and laundered US $7.9
million by using bank accounts in
borrowed names. The organization
sent the money to Hong Kong.

In December 1998, a Colombian
and an Italian conspired to launder
US $30 million of drug money and
transferred the money to the bank
account of a Korean shell company
which was connected with a
Korean criminal organization.

(i)

4. Other Cases Related to
Transnational Criminal
Organizations

(i) In September 1995, a member of
the Chinese-American
organization “Waching”, based in
Los Angeles, was hired by a Korean
criminal organization to murder a
member of another criminal
organization in Seoul.
In February 1996, members of the
Hong Kong Triads manufactured
and distributed illegal
pornographic and music CDs in
Korea.

(ii)
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In December 1996, some Korean
organized criminals and a member
of a Japanese organization
attempted to withdraw cash in
Seoul by using fake credit cards
produced by American gang
members.

In September 1999, the Russian
criminal organization
“Shatendoveskaya” was hired to
solve a loan business between
Russian and Korean international
trade businessmen in Korea.

(iii)

(iv)

111. COUNTERMEASURES BY THE
GOVERNMENT

The measures of Korean government to
combat organized crime can be classified
into two types: short-term strategies and
long-term strategies. The short-term
strategy is similar to “the war against
crime” conducted by the Korean
government in the past. Itaims at isolating
criminal organizations from society
through investigation and prosecution.
This is analogous to a surgeon’s operation,
which cuts out the affected part. Regarding
the long-term strategy, measures to deal
with delinquent juveniles (who are the
human resources of criminal
organizations), Korean laws criminalizing
organized crime, and the Korean
government’s effort to strengthen
cooperation with foreign countries in
combating organized crime are explained
below.

A. Delinquent Juveniles: Potential
Members of Criminal
Organizations

The number of delinquent juveniles

(below age 20) in Korea is approximately

100,000 each year. This number does not

include trivial violations of traffic

regulations. Among them, about 50,000 are
charged with infliction of bodily injury,
assault or extortion, and about 40,000 are
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charged with theft, fraud and handling of
stolen property. Moreover, as many as
4,000 juveniles are charged with murder,
robbery, rape and arson each year.

Table 1
Juvenile Delinguency in Korea
(1998)

Violence (assault, infliction of
bodily injury, extortion, etc.)

50,987

Violent crimes (murder,
robbery, rape, arson)

4,355

Theft 37,981

Property crimes (handling of
stolen property, fraud, em-
bezzlement, breach of trust)

4,814

Violation of special criminal
laws (Violation of the Road
Traffic Act, the Noxious
Chemical Substance Control
Act, etc.)

* Among them, violations of
the Road Traffic Act are
33,644

48,946

Others 1,475

Total 148,558

Most juveniles in Korea are enrolled in
school. The number of students from
elementary school to college is about 6.7
million. Some of them, who quit school for
committing delinquency, form their own
groups, and commit crimes like assault,
extortion, theft, etc. They are growing into
potential members of criminal
organizations. These teenage criminals are
more cruel and dangerous than their
predecessors.

Korea is putting considerable effort into
the three-step strategy for dealing with
juvenile delinquency:

i) Deterrence,

ii) Law enforcement against crimes,

and

Education and rehabilitation of
delinquent juveniles.

iii)

As for the effort to deter juvenile
delinquency, there is the Initiative for the
Campaign of Crime Free and Safe Schools,
which was started under the leadership of
the prosecutor’s offices in 1991. This
campaign is now headed by citizens, with
the support of the prosecutor’s offices.

The Juvenile Delinquency Department
in the Seoul District Prosecutor’s Office is
responsible for the enforcement activities
against juvenile delinquency. The
Department, composed of 7 prosecutors,
conducts investigation of crimes related to
juveniles, or supervises such investigations
conducted by the police. In each local
prosecutor’s office there is a prosecutor
entirely responsible for juvenile
delinquency.

The education and rehabilitation of
delinquent juveniles is making remarkable
achievement as the education programs in
juvenile prisons and reformatory schools
have been changed significantly. All
reformatory schools for delinquent
juveniles have been renamed as middle
schools or high schools. If a person finishes
all courses at such reformatory schools, it
is regarded as the same as graduating from
a regular school. The courses that these
facilities provide include computer-related
skills and English, which meets the needs
of the young generation. Because of such
new courses, reformatory schools for
delinquent juveniles provide an even better
environment for education than most
ordinary schools.

Recently, about 120 inmates who were
about to be released after completing a
period of service at the reformatory school
refused the release and requested
permission to stay at the school to continue
the in education. Special permission was
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given to these students to continue their
study in areas like computer skills.

Korea has a unigue system in dealing
with cases of juvenile delinquency. On the
condition that the charged juvenile receive
the guidance of a counselor (who is a
volunteer) for six to twelve months, the
prosecutor suspends the prosecution of the
charged juvenile. This system has been
enforced for twenty years, and is evaluated
as very effective in facilitating the return
of delinquent juveniles to society.

These various measures undertaken by
the Korean government aims to prevent
delinquent juveniles from growing into
professional criminals, or members of
criminal organizations.

B. Korean Legal Provisions on
Organized Crime

The formation of or participation in a
criminal organization is criminalized under
Article 114 of the Korean Criminal Code.
Article 114 provides that if a person forms
an organization which aims to commit
crime, or participates in such organization,
that person shall be punished for that crime
which the organization aims to commit.

Under this provision, a person who forms
or joins a criminal organization is
punishable regardless of whether or not the
intended crime was actually performed.
For instance, the person who forms or
participates in a criminal organization
aimed at committing robbery will be
punished for the crime of robbery, and the
formation of or participation in a criminal
organization aimed at prostitution will be
punished for the crime of prostitution.

Furthermore, the Act on the Aggravated
Punishment of Violence, a special criminal
act, provides punishment for those persons
forming or joining organizations aimed at
committing violent crimes such assault,
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infliction of injury, threatening, extortion,
robbery etc. This Act provides:

i) death penalty, life imprisonment or
imprisonment of not less than ten
years for the boss of such
organization;

ii) life imprisonment or imprisonment
of not less than seven years for the
assistant leaders;

iii) imprisonment of not less than two
years for ordinary members; and

iv) imprisonment of not less than
three years for those persons who
collected or provided funds for such
an organization.

According to the case law, the elements

of a criminal organization are:

i) that the organization be composed
of specified members of plural
number,;

ii) that the organization have the
purpose of committing a certain
crime or crimes;
that the members of the
organization act in concert for a
period of time; and
iv) that the organization have a

hierarchical structure.

iii)

The court’s interpretation of the
provision on the formation of a criminal
organization is very strict. Although the
Korean laws criminalize the formation of
a criminal organization, it is still very
difficult to investigate and prosecute
criminal organizations. Because it is a
tough to substantiate the existence of a
hierarchical structure in an organization,
it is sometimes very difficult to apply the
provisions on the formation of a criminal
organization.

In Korea, an average of 2,000 members
of criminal organizations are arrested each
year. However, only an average of 700 are
punished for the formation of a criminal
organization, and the rest are punished for
the individual offenses they actually
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committed, like assault, extortion and drug
trafficking.

Table 2
Arrest of Persons for Organized Crimes
Year 1995 | 1996 | 1997 | 1998 | 1999 | Total
Number of arrestees 1,763 | 1,928 | 2,691 | 2,303 | 2,750 | 11,435
Number of persons punished for 575 578 779 750 653 | 3,335

formation of or participation in a
criminal organization

**Between January and July of 2000, the number of arrestees was 1,736, and among them, the number of
persons punished for formation of and participation in a criminal organizations was 283.

C. International Cooperation

As we step into the new millennium,
there is a rapid increase in the exchange
of persons and properties among nations.
The Iron Curtain that separated the East
and the West is no more. Traditional
religion is losing its significance.
Traditional morals and ethical views are
changing. All these provide on an ideal
breeding ground for transnational
organized crime.

The coordination of measures to combat
organized crime is a slow and laborious
process, because of the differences between
domestic legal systems and the excessive
emphasis laid on sovereignty. Criminals
can use the differences in domestic criminal
laws to their own advantage. Organized
crime is speedy and flexible. But the
criminal justice authorities are slow and

rigid because they have to adhere to lawful
processes. If we are to effectively cope with
transnational organized crime, we need,
above all, to foster and strengthen
international cooperation.

1. Mutual Legal Assistance and
Extradition of Criminals

To develop the framework for
international cooperation, we need to
negotiate and conclude new bilateral and
multilateral agreements on mutual legal
assistance and extradition, thereby
creating a seamless web of agreements
among countries. Recognizing this need,
the Korean government has signed twelve
bilateral extradition treaties and nine
bilateral MLATs, and is continuing its
negotiation with other countries, such as
China, Russia, and Hong Kong to expand
this treaty web.

69



RESOURCE MATERIAL SERIES No. 58

Table 3
Countries with which Korea has Signed an Extradition Treaty

Country Date of Signature Date of Effectuation
Australia September 5, 1990 January 16, 1991
Philippines May 24, 1993 November 30, 1996
Spain January 17, 1994 February 15, 1995
Canada April 15, 1994 January 20, 1995
Chile November 21, 1994 October 1, 1997
Argentina August 30, 1995 Not in effect yet
Brazil September 1, 1995 Not in effect yet
Paraguay July 9, 1996 December 29, 1996
Mexico November 29, 1996 December 27, 1997
United States of America | June 10, 1998 December 20, 1999
Thailand April 16, 1999 Not in effect yet
Mongolia May 31, 1999 January 27, 2000

The treaty of mutual legal assistance on
criminal matters that was signed with
China is especially significant to Korea.
Ever since the two countries normalized
diplomatic relations in 1992, there has been
a surge of exchange in persons and
commodities in many areas. Moreover,
several hundreds of thousands of people

from each country have made visits to the
other country. In 1998, half a million
Koreans visited China and ninety
thousand Chinese visited Korea. As such
exchange increases, crimes that are
committed by each country’s citizens in
the other country are more likely to occur.

Table 4

Countries with which Korea has Signed Mutual L egal Assistance Treaties
in Criminal Matters

Country Date of Signature Date of Effectuation
Australia August 26, 1992 December 19, 1993
United States of America | November 23, 1993 May 23, 1997

Canada April 15, 1994 February 1, 1995
France March 2, 1995 March 8, 1997

China November 12, 1998 March 24, 2000

Hong Kong November 17, 1999 February 25, 2000
Russia May 28, 1999 Not in effect yet
Mongolia May 31, 1999 January 27, 2000

New Zealand September 15, 1999 March 30, 2000

However, the traditional system of
mutual legal assistance and extradition,
which requires considerable documents
and formalities, is sometimes inadequate
to effectively cope with the new aspects of
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crime in the 215t century, such as cyber
crimes. We should study how to streamline
the procedures of mutual legal assistance
and extradition.
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2. International Cooperation among

Law Enforcement Agencies
The Korean government is committed to

enhancing international efforts for
combating drug crimes. Since 1997, the
Ministry of Jusitice has annually hosted
the International Training Course on
Crime Prevention and Criminal Justice,
inviting senior members from various
criminal justice agencies in Asian
countries, including judges, prosecutors,
police officers and correctional offiers. For
three weeks, the participants have in-depth
discussions about new trends in drug
syndicates and organized crime groups,
and about effective joint countermeasures
against the internationalization of regional
crime. In doing so, the participants get to
know each other better, and naturally form
human networks for international
cooperation.

In April of this year, the Korean Ministry
of Justice hosted the Second Organized
Crime Regional Initiative in the Asia/
Pacific Region in Seoul, jointly with the
Korean Supreme Public Prosecutor’s Office
and the Asia Foundation. The conference
was attended by thirty representatives
from five countries in the Asia Pacific
region. They are the United States, Japan,
China, Russia and Mongolia. At the
conference, the participants discussed the
realities of organized crime and drug
crimes in each country and the
countermeasures employed by each
country. At the close of the conference, the
participants proposed measures for
international cooperation to combat
organized crime in the region.

In detail, the participating countries
have talked about an informal network
composed of key working level members of
the international law enforcement
community dealing with organized crimes.
For this purpose, each country will make
available to each country, a contact list,

including the relevant contact names,
telephone and facsimile numbers, and e-
mail addresses, of its officials dealing with
organized crimes. Each participating
country will provide as much information
as is legally permissible, regarding laws or
procedures relevant to extradition or
organized crime, upon receiving an
informal request from an other
participating country via telephone,
facsimile or e-mail. The participating
countries are now working together to
establish an informal network to combat
organized crime, as discossed.

The Korean prosecutor’s offices no longer
confine the scope of their function to purely
domestic affairs. In 1994 the Supreme
Public Prosecutor’s Office of Korea began
to exchange visits with the Supreme
People’s Procuratorate of China. On
September 6, 1999, the two agencies signed
an agreement to establish the framework
for strengthening cooperation between the
prosecutor’s offices of the two countries.
Under the agreement, the two countries
now have active exchange and cooperation
at the level of local the prosecutor’s offices.

Korea and Japan established, as early
as in the 1980’s, a regular committee for
mutual cooperation in combating drug
crimes. The committee, which meets
annually, consists of officials from the
respective Foreign Ministries, Justice
Ministries, National Police Agencies,
Customs Offices, and Ministries of Health
and Wealth. The regular meetings of this
committee provide a network of
information exchange for broad cooperation
in the process of investigation and trial
proceedings, as well as opportunities for
discussion on measures to reduce drug
demands. It is viewed that through
meetings like this, Korea and Japan have
successfully intercepted the illicit
trafficking of methamphetamine between
the two countries.
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The Narcotics Division of the Supreme
Public Prosecutor’s Office in Korea, which
is charged with drug crimes, has held
ADLOMICO's (Anti-Drug Liaison Officials’
Meeting for International Cooperation)
guarterly meeting of drug enforcement
liaison officials, since April 1989 (the
Supreme Public Prosecutor’s Office is
planning to expand the present Narcotics
Division into the Narcotics Investigation
Department within this year). The
ADLOMICO meeting is aimed at
enhancing cooperation among countries in
a broader region than just those countries
directly neighboring Korea. Particularly,
the June ADLOMICO is an extensive
meeting participated in by experts from the
member countries’ own law enforcement
agencies, as well as the UNDCP (United
Nations International Drug Control
Programme) and the ICPO (International
Criminal Police Organization) Bangkok
office.

In June of this year, the eleventh
ADLOMICO was successfully held in
Busan, participated by 122 persons from
17 countries and 2 international
organizations. The participants exchanged
information on the current issues of drug
crimes in each country, and discussed
effective measure to intercept illicit drug
supply and to cut down on drug demand.
They also discussed measures for the
exchange of information, and for
cooperation in investigation.

In this session, the participants reached
at a consensus that cooperation should be
not only be made formally through
diplomatic channels and international
organizations, but also be made informally
and directly among working-level officials.
The participants noted that to facilitate
such informal and direct cooperation, it is
important to promote direct contact of
working-level officials through regular
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meetings at the regional level.

The Korean Customs, another
component in enforcement against drug
crimes, have taken initiatives to combat
drug crimes. The Korean Customs Agency
have concluded agreements for mutual
assistance in criminal matters with 16
countries, thereby providing a legal
framework for cooperation with foreign
customs services. Based on the
agreements, the Korean Customs Agency
actively exchanges information and
assistance in customs affairs with foreign
countries.

In order to build on the cooperative
relationship with foreign customs agencies,
the Korean Customs has hosted and
participated in an annual Customs
Cooperation Conference with the 16 parties
to the customs mutual assistance
agreements. There were 8 sessions in 1997,
3 sessions in 1998, 7 sessions in 1999 and
this year, there were 6 sessions. In each
session, measures to enhance mutual
cooperation for effective drug control is
discussed as an important agenda item of
the Conference.

The Korea Customs, in order to provide
a basis for closer cooperation with their
neighbor country, Japan, concluded, in
June this year the MOU (Memorandum of
Understanding) with the Japanese
customs authority on the joint project
against the smuggling of illicit drugs. As a
measure to effectively intercept the
smuggling of illicit drugs from one country
to the other, the two parties have agreed
to designate officials in charge, to exchange
information on the smuggling of illicit
drugs, mainly through these officials, and
to provide each other with trend analysis
reports on illicit smuggling.

We cannot emphasize enough the
importance of international cooperation to
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combat organized crime. As we are agreed
on this point, it is time that we moved on
to discover specific practical measures for
international cooperation, and implement
them into action. In this respect, | believe
that the Korean Government'’s efforts for
international cooperation could set a good
example for the international community.

We believe that when it comes to drug
problems, no country could or should be an
isolated island. Without close cooperation,
sacrifice and solidarity, international
cooperation in the true sense of the word
will not be achieved, and without genuine
cooperation, we can not eradicate drug
crimes. In this regard, each government
should do its best to provide an adequate
basis for international cooperation. The
Korean Government will take an active
part in this motion of the international
community to promote cooperation.

3. International Support by the
Korean Police

The Korean National Police Agency
joined the International Criminal Police
Organization (Interpol) in 1964 and
established the National Central Bureau
in 1996. As of December 1999, the total
number of cases investigated with the
support of international cooperation
reached 2,141. Among them, the Korean
Interpol made requests for 807 cases and
received requests from foreign Interpols for
1,334 cases.

The region with which the Korean
Interpol has most frequently cooperated in
investigations is North America, and other
regions on the frequently requested list are
Asia, Europe, Central and South America
and Oceania, in the order of frequency.
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Some cases of how two police force works
through international cooperation are as
follows:

(i) In July 1998, a thirty-nine year
old Japanese male robbed a bank
clerk who was carrying 5.5 million
Yen in cash (equivalent to US
$500,000), at a parking lot
adjacent to the bank. The
Japanese male threatened the
clerk with a gun. Shortly after,
the offender fled to Korea using a
fake passport. A team of several
Korean detectives arrested him at
his residence in Korea, and the
offender was deported.

In January 1999, a Korean male
working in Hong Kong embezzled
US $4.4 million in company funds,
and illegally transferred the
money to another country. When
Hong Kong's law enforcement
authorities blocked the
withdrawal, the offender fled
Hong Kong via Paris to
Switzerland. A Hong Kong police
agent persuaded him to
voluntarily surrender. He was
arrested at the Kimpo Airport in
Seoul, Korea.

In April 1999, a Korean banker
who embezzled US $220,000, from
the bank for which he had worked,
fled to Australia. When he entered
Fiji by using a fake passport on
his way to New Zealand, he was
arrested and deported to Korea.

(i)

(iii)

D. Witness and Victim Protection
Programs

Korea enacted the Witness and Victim
Protection Law on August 31, 1999, which
entered into force on June 1, 2000. The
purpose of this law is to protect the
witnesses and victims of certain crimes, so
that they can safely support and assist the
criminal proceedings.

In Korea, there was a shocking case
where a victim of a crime was stabbed to
death by a member of a criminal
organization, when he was walking out of
the court building after giving testimony
at the trial. There are many cases where
victims and witnesses find it difficult to
give assistance to the criminal trial because
of the intimidation of the offender. This is
not restricted only to organized crimes, but
includes ordinary criminal cases.

The Witness and Victim Protection Law
applies to witnesses and victims related
with certain crimes, and their families.
Certain crimes include:

i) the formation of and participation in
criminal organization, and crimes
committed by criminal organization;

ii) violent crimes such as murder,
robbery, rape and kidnapping, and

iii)drug-related crimes.

If there is a possibility of retaliation on
witness, the name of the witness will be
kept secret, and the trial can also be held
in secret. If the prosecutor judges that
there is a possibility of retaliation on a
witness, the prosecutor will direct the
employees of the prosecutor’s office or the
police to protect the witness.

When the witness or the victim sustains
financial loss, the government may give
relief money for the loss, and if it is
necessary for the witness or the victim to
change homes or jobs for safety reasons,
the government may bear the cost. The
Law also provides that if a person reports
to authorities a crime in which she/he is
involved, that person may be exempt from
punishment or be subject to mitigated
punishment for that crime. The Law
thereby protects the whistleblower or
inside reporter.
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IV. CONCLUSION

When we talk about organized crime, the
first word that comes to our minds is
“mafia”. The term ‘mafia’ is used as a
synonym for both international and
domestic criminal organizations. We talk
about the Italian Mafia, Russian Mafia and
Polish Mafia. In Asia, the Japanese Yakuza
and Chinese Triads are known to be
synonymous for criminal organizations.
But, no one really knows about the Mafia,
Yakuza or Triads or about their scale and
businesses.

The formation of Mafia, Yakuza and
Triads is not the subject of investigation in
itself. Only when the crimes of the
members of these organizations are
detected do the investigative authorities
begin investigation. The investigative
authorities try to reveal how the members
and leaders of a criminal organization are
associated with each other, but in many
cases, these efforts are not profitable. This
is because criminal organizations mobilize
funds illegally, and they invest them into
lawful businesses. They do hiding
activities behind legal fronts.

These criminal organizations ensure
sufficient welfare, care and remuneration
for their members, whereas cruel
punishment or retaliation awaits betrayal
or disobedience. Through these means,
criminal organizations successfully prevent
the in members from walking out of the
organizations. They dress like smart-
looking businessmen and act like such.
They hire lawyers to defend them, and win
over politicians or public officials with
bribes. In Korea, there were times when
the boss of a criminal organization would
approach the prosecutor or police official
newly coming to the office, to bribe them
by hosting welcome party. In doing so, the
bosses would pretend as if they were
influential persons in the community.
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I would like to talk about four problems
in the investigation of organized crime in
Korea. First, itis almost impossible to start
an investigation of the criminal
organization itself. This is also true in
Japan. You can't begin to investigate an
organization, just because it is reported to
be organized. Such an investigation of an
organization can be subject to the criticism
that this investigate an violates freedom
of association under the Constitution. If
the suspected organization has a religious
element, it is even more difficult to
investigate. It is because freedom of
religion and the right to free association to
pursue religion is more strongly protected
under the Constitution. This explains why
there were only a few criminal
organizations that were investigated and
prosecuted in Korea, although the Criminal
Code clearly criminalizes the offense of the
formation and participation of a criminal
organization.

Second, it is becoming more and more
difficult to investigate and confiscate the
funds of a criminal organization. Even if
we have a suspicion that the criminal
organization launders money by
establishing legitimate companies and
falsely cleaining the money transactions for
the operation of those companies, it is not
easy to trace the flow of money. Banks try
to protect the secrets of their customers.
The trend in the legislation of most
countries is to protect the the secrecy of
account owners.

Korea has implemented the so-called
real name transaction protection system
since 1993. In 1997, the Real Name
Transaction and Protection of Secrecy Act
was enacted. As you can see from the name
of this law, the law focuses on the protection
of the secrecy of bank transactions.
Therefore, for investigative authorities to
begin tracing the flow of funds, mere
suspicion is not enough. They must have
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proof for certain violations, and present a
warrant issued by the court. As the process
for the issue of a warrant by the court is
slow and laborious, the investigative
authorities sometimes give up
investigation. It is equally as difficult to
obtain materials other than financial
materials. Data protection laws have
considerably restricted the ability of
investigative authorities to collect and
analyze information.

To effectively address money laundering,
Korea is preparing legislation for the
introduction of an FIU (Financial
Intelligence Unit) system. Under this
system, the financial institutions should
promptly report to the FIU those suspicious
transactions indicatiny money laundering,
and when the FIU determines that the
transaction is related to a crime, it could
provide information on the transaction to
the investigative authorities. This system
will allow us to get fast information on
transactions that are suspected of being
associated with organized crimes, the
bribery of public officials, tax evasion and
the smuggling of funds. In this regard, this
system will be of great assistance in the
investigation of transnational organized
crime. Currently, a task force including a
prosecutor has been established for the
establishment of FIU in Korea. We are
working to finalize the draft law for the
establishment of FIU within this year.

Along with the FIU law, we are also
working on anti-money laundering law.
This law would criminalize money
laundering, and provide measures to
confiscate the illegal proceeds obtained
through the commission of crime. The
scope of crimes subject to confiscation will
include 57 types of crimes including
organized crime, tax evasion, bribery and
the smuggling of funds. The confiscation
of illegal proceeds obtained from drug-
related offenses is made possible by a

different law, the Special Act against Illicit
Trafficking of Narcotic Drugs and
Psychotropic Substances.

If both of the FIU law and the anti-
money laundering law are finally enacted,
the investigation of suspicious financial
transactions will be conducted based on
information provided under the FIU law,
and the illegal proceeds identified through
the investigation will be confiscated under
the anti-money laundering law.

The third problem in organized crime
investigation is that it is becoming
increasingly difficult to monitor the
activities of criminal organizations by
means of wiretapping. In Korea, the
wiretapping issue recently gave rise to
heated discussions. Iteven stirred political
disputes, and the public suffered anxiety
for fear of being monitored through
wiretapping. As a result, wiretapping by
investigative authorities has been
restricted severely, and this is making
investigation a tougher job.

The fourth problem is that the arrest,
prosecution and punishment of members
of criminal organizations is becoming more
difficult, because they are able to hire good
lawyers with adequate funds. They also
make good use of the loopholes in the law.

The Korean Criminal Procedure Code
provides a very complicated procedure for
the pre-trial confinement of criminals,
more complicated than any other criminal
procedure law in the world. The police can
arrest a suspect only under the supervision
of a prosecutor, except in urgent situations.
The arrested suspect can apply for a review
of the legality of the arrest. In order to
place the arrested suspect under
confinement, the prosecutor should request
the issue of a warrant of confinement
within 48 hours of the arrest (the Korean
system distinguishes between the arrest
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and the confinement, unlike the US
system. The Korean system is similar to
the Japanese system). The judge issues
the warrant of confinement, after holding
a hearing where the arrested suspect is
present (Article 201bis of the Criminal
Procedure Code). This procedure is called
the review for a warrant of confinement.
It has been implemented since December
of 1997. Through this procedure, about
15% of the arrested suspects get released.

After the suspects are placed under
confinement, they can apply for a review
of the legality of confinement. At this stage,
a number of suspects get released (Article
214bis of the Criminal Procedure Code).
After indictmeny, a person is allowed apply
for bail. At this stage, a number of people
are released on bail. The release is also
possible before the indictment, if bail
money is deposited. The convicted person
can be released on probation at the end of
the first trial.

From the arrest to the conclusion of the
first trial, there are 6 stages including:

i) Arrest;

ii) Review of the legality of arrest;

ili)Pre-confinement hearing on the
suspect;

iv) Confinement;

v) Review of the legality of confinement,
or pre-confinement bail; and

vi) Post-confinement bail.

The suspect may choose to give up
certain stages. As we can see in these four
problems, it is becoming more difficult to
investigate crime, as criminals become
more organized and intelligent. For more
efficient investigation of organized crime
or transnational organized crime, there are
some things that we should attend to.

Mutual understanding and cooperation-

prompt cooperation-among countries is
essential for efficient investigation of
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transnational organized crime. To
facilitate cooperation among countries, it
is necessary to enact anti-money
laundering laws, and to make the
procedures of extradition and mutual legal
assistance more expeditious and less
complicated. The current system of
extradition and mutual legal assistance is
too laborious and tedious.

Domestically, we need to enforce crime
deterrence measures, especially measures
against delinquent juveniles who are very
likely to end up in criminal organizations
as adults. We can call them ‘reserve troops’
of organized crime.

We need to make sufficient use of
scientific techniques in investigation,
which do not exclude wiretapping and the
tracing of funds. In using these techniques
in investigation, we should also keep in
mind to protect the rights, property and
secrecy of our citizens.

Criminals and criminal organizations
should be subject to strict punishment
according to law. lllegal proceeds obtained
through drug trafficking, prostitution,
gambling, fraud, extortion and theft should
be confiscated thoroughly. We should work
to promote that sound citizenship cannot
be bought with illegal money. Finally, we
should go on to apply administrative and
economic sanctions against businesses
operated by criminal organizations. There
is no hope in such a society where corrupt
politicians or public officials cooperate with
or remain silent about the businesses of
criminal organizations.



CONTROLLED DELIVERY

Johan Peter Wilhelm Hilger *

I. INTRODUCTION

Controlled delivery is a tool employed by
the criminal prosecution authorities which
is indispensable to effectively detect
international organized crime. In
Germany, we understand by this controlled
importation, controlled exportation and
controlled transit.

Controlled delivery is not governed by
law in Germany. In practice, it is subject
to the tactical discretion of the criminal
prosecution authorities. Individual
provisions can be found in guidelines issued
to the criminal prosecution office, which is
the authority in charge of the investigation
proceedings. The police must follow the
instructions of the office (sections 161 and
163 of the Code of Criminal Procedure
[StPO]). This has worked smoothly in
practice in Germany for years; this also
applies to cooperation with the police
authorities in the neighbouring European
states. The success of the investigations is
frequently spectacular.

Il. PRINCIPLES AND FRAMEWORK

The principle of mandatory prosecution
applies in Germany, which is derived from
the rule of law principle (sections 152, 161
and 163 of the Code of Criminal Procedure).
Accordingly, the criminal prosecution
authorities are obliged to initiate the
measures necessary for prosecution
without delay, in particular to solve the
crime, when they gain knowledge or form
a suspicion of the commission of a criminal

* Former Head of Division of Judicial System,
Federal Ministry of Justice, Germany

offence. This means that they have no
discretion as to whether to initiate criminal
proceedings; they are obliged to take the
necessary investigative measures.

Furthermore, the duty to act ‘within a
reasonable time’, as prescribed in Article 6
para 1 of the European Human Rights
Convention, applies in Germany. This
means that the necessary criminal
prosecution measures are to be taken
without delay.

It is however not possible to deduce from
these principles an instruction to intervene
immediately in the sense of, for instance,
search or seizure, or indeed apprehension
without delay. Rather, the public
prosecution office has tactical discretion as
to which measure to take at what point in
time to solve a crime; the highest principle
is only that rapid detection may not suffer
as a result of this tactical discretion.

The principle of mandatory prosecution
does not entail a duty to take a specific
investigation and intervention measure
unless a specific danger otherwise exists
that the criminal prosecution would suffer
were this measure not to be taken, and that
in particular items of evidence would be
lost.

There is also no statutory requirement
in Germany that the offender is to be
brought before a court in Germany. Itis
sufficient to ensure that the offender is
sentenced at all. On the whole, this means:
The principle of mandatory prosecution,
the principle of acting within a reasonable
time and controlled delivery do not
contradict but complement one another in
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a harmonious manner. This becomes clear
if one realises that too early, too rapid or
too intensive intervention, too early seizure
or too early apprehension may be
detrimental to the investigative
proceedings in individual cases because it
restricts the possibilities available for
detection. Thiswould mean in practice that
it would contradict a correctly understood
principle of mandatory prosecution if -
depending on the facts of the individual
case - controlled delivery were not to be
used, but one were to intervene too early.
The principle followed is: too early
intervention is just as detrimental as the
criminal prosecution authorities
intervening too late, because it would
reduce the potential success of the
investigations.

There are naturally cases in which the
principle of mandatory prosecution and the
principle of acting within a reasonable time
force one to reject or abort controlled
delivery. Such a case is, for instance, where
the implementation of controlled delivery
would be too dangerous for the officers
involved. Another case in which controlled
delivery is not implemented or must be
aborted is that of endangerment to the
goods being transported, as is the case with
trafficking in human beings.

111. INDIVIDUAL QUESTIONS

On the basis of these considerations,
Nos. 29 a to 29 d of the guidelines on
criminal proceedings stipulate the
following, in the main:

A. 29a

Controlled delivery is the illegal
transportation of narcotics, arms, stolen
goods and property, etc., from a foreign
country through domestic territory to a
third country, monitored by the criminal
prosecution authorities; controlled
exportation is illegal transportation from
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domestic territory to a foreign country;
controlled importation is monitored illegal
transportation from a foreign country to
domestic territory.

B. 29b

Such controlled transportation can only
be considered if the ringleaders cannot
otherwise be identified or distribution
channels uncovered. Monitoring is to be
carried out such that it is ensured that the
offenders and items involved in the offence
can be accessed at all times.

Moreover, the following declarations by
the foreign states must be provided for
delivery and exportation:

(i) assurance to monitor
transportation continuously;
assurance to strive to investigate
couriers, ringleaders and buyers,
to seize the narcotics, arms, stolen
goods and property and the like,
and to attempt to convict the
offenders and execute their
sentences; and
assurance that the German
criminal prosecution authorities
will be continually informed of the
respective state of the proceedings.

(i)

(iii)

C. 29c

With controlled delivery, if as yet there
are no investigative proceedings pending
with a German public prosecution office in
respect of the offence, the public prosecutor
is on principle responsible for the
proceedings who is responsible for the
border crossing via which the items related
to the offence are brought onto domestic
territory. This also applies to controlled
importation. With controlled exportation,
the proceedings are on principle operated
by the public prosecutor from whose district
the transportation is initiated.
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D. 29d

The decision as to the permissibility of
controlled transportation is taken by the
responsible public prosecutor. He/she
informs the public prosecutor from whose
district the transportation is likely to leave
domestic territory. The public prosecutor
responsible for the place of importation is
also to be informed if another than this one
is operating the proceedings.

The authorities and officers of the police
and customs service on principle approach
the responsible public prosecutor if they
need decisions and information.

These relatively strict guidelines, which
are binding on the public prosecution office
and the police, ensure that controlled
delivery is only employed if it is expedient.
They also ensure that, in accordance with
the principle of mandatory prosecution and
the principle of acting within a reasonable
time, the offenders will be sentenced at
home or abroad without delay.

IV. OUTLOOK

| stressed at the beginning that
controlled delivery in Germany is a
continually functioning practice with good
detection rates. My information has, |
hope, also demonstrated that no statutory
provision is needed.

Itis an unmistakable fact that controlled
delivery is gaining ever greater significance
as internationally operating organized
crime increasingly expands trade channels
over the world. Effective detection is only
possible if controlled delivery is possible
and practised the world over in a network
formation.

One should also not overlook the fact
that controlled delivery becomes all the
more complicated the more complex the
links and trade channels of organized crime

become. It is also made more difficult if
organized crime becomes less accessible.
Here, controlled delivery overlaps with
other investigation methods, such as the
use of undercover investigators. These are
frequently involved in controlled delivery.
If organized crime becomes even less
accessible, it will become more and more
difficult to infiltrate organisations with
undercover investigators. However, if this
becomes more difficult, it will also become
more difficult to identify illegal
transportation of criminal goods at the
outset and to take early measures
necessary for controlled delivery. | only
wish to touch on this problem here. We
can perhaps discuss this later.
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impossible or much more difficult to
ascertain the facts or to locate the accused
by other means, in other words using only
other measures. Monitoring concerns the
accused and/or so-called messengers, i.e.
individuals who accept telephone messages
for the accused, pass on his/her messages
by telephone or individuals whose
telephone connection the accused uses.

As a rule, the measure must be ordered
by a judge. Information which could also
be significant for another set of criminal
proceedings may only be used in this other
set of proceedings for evidentiary purposes
if it is also concerned with the detection of
a listed offence. Finally, the documents are
to be destroyed when they are no longer
required for criminal prosecution.

Telephone surveillance has been the
subject of constant criticism for years, in
particular in the sphere of legal policy and
by data protection specialists. Whilst not
denying the need for such measures, they
do allege that it is being used too frequently.
Indeed, the number of surveillance orders
has grown to more than 8,000 per year over
the past few years.® This does not mean,
however, that more than 8,000 were sets
of criminal proceedings or that more than
8,000 were accused persons. There is also
no information as to how many sets of
proceedings related to the criminal offences
of organized crime.

3. Longer-term Observation
Section 163 f permits longer-term

observation of accused persons and contact
persons. Longer-term observation is
observation planned to last more than 24
consecutive hours or to take place on more
than two days. The measure, which is in
fact a standard investigatory procedure in
cases of serious crime, is permissible in
respect of all criminal offences of

8 See BT- Dr 14/1522.

considerable significance, but only if other
measures which would encroach less on the
person concerned are much less promising
or would lead to a considerable hindrance.
As a rule, the measure is ordered by the
public prosecutor and is then limited in
duration to a maximum of one month. An
extension may only be ordered by a judge.

4. Use of Technical Means of
Surveillance

These provisions (section 100c) were the
subject of great controversy among
politicians, legal scientists and the public
both before and during the parliamentary
discussions. The main reason for this was
the fact that such measures may constitute
a deep invasion of the personal sphere,
particularly the intimate sphere, of those
affected. The latter may not only be the
accused themselves but also others who
may be affected by such a measure (contact
persons or those affected by chance).

These provisions® regulate the following:

(i) production of photographs and
visual recordings during
surveillance ,

(i) use of other technical devices for
surveillance purposes, and
(iii) technical monitoring and

recording, outside and /or inside a
dwelling, of words not spoken in
public.

Section 100c regulates which technical
means may be used, against whom they
may be used and under what conditions.

(i) Photographs and Visual

9 The use of mere visual aids like binoculars, the
recording of words spoken in public and the mere
monitoring of words not spoken in public, do not
fall under these limiting provisions since they are
permissible without restriction pursuant to §8
161,163. Also preserving traces of an offence does
not fall within the sphere of § 100 c.
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Recordings (section 100c | no. la
StPO)

Such pictures may be taken of the
accused outside a dwelling without his
knowledge. This applies to criminal
offences of all kinds, and also allways to
the police without prior-permission from
the public prosecution office being needed.
The precondition for taking such pictures
is that any other way of trying to find out
the facts or where the offender is would be
less likely to succeed or more difficult to
achieve. Practically speaking, this means
general admissibility, limited only by the
general principle of proportionality. As
regards persons other than the accused,
admissibility is limited only by a strict
subsidiarity clause (much less likely to
succeed or much more difficult to
achieve)(section 100c 11 2).

(ii) Other Technical Means Specially
Intended for Surveillance Purposes

(section 100c | no.1b StPO)

They may be used for trying to find out
the facts or where the offender is when a
criminal offense of substantial importance
is the subject of the investigation. Such
means are homing devices, mobile alarm
units, motion detectors, the use of the
“Global Positioning System?°” etc.- in other
words, devices that do not record
conversations.

The use of such means is likewise linked
to a subsidiarity clause with a low
threshold, namely that finding out the facts
or where the offender is residing would be
less likely to succeed or more difficult to
achieve if some other means were used.

Linking the use of these special
surveillance devices to a “criminal offence

10 OLG Dusseldorf JR 1999 , 255.
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of material importance” gives those
involved in practice the indispensable
flexibility needed for an effective criminal
prosecution even if certain difficulties do
not seem to be excluded because of this
concept being really indefinite. It would
not be proper to link use to a catalogue of
particular crimes because the use of such
means must be possible - with a view to
practical prosecution needs - in a large
variety of offences. Apart from this aspect,
the concept has become established in
legislation on police matters; otherwise,
there is no alternative of a form of general
clause - with no alternative. It is made
amply clear that the use of such technical
means, in a manner consistent with the
principle of proportionality, should only be
allowed in relation to offences above the
threshold of petty crime. In each case an
individual assessment will be necessary
taking into account the general principle
of proportionality.

As for third persons, the measure is only
admissible if it is to be assumed that the
former are connected with the offender or
that such a connection is being set up
(contact persons), that the measure will
lead to finding out the facts or where the
offender is residing, and that using some
other means would be futile or be much
more difficult (section I0Oc Il 3)

(iii) Monitoring and Recording of
Words Spoken outside a Dwelling,
but not Spoken in Public, by
Technical Means (section 10Oc I no.
2)

This provision on the monitoring and
recording of the spoken word is much more
restrictive, and it is modelled in large
measure on the provisions on telephone
tapping (section 10Oa, I0O0Ob). The
monitoring and recording, outside a
dwelling, of words spoken by the accused,
but not in public, is admissible with



